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Abstract: Internet worms pose a serious threat to the Internet security. In order to effectively defend against 

Internet worms, in this paper, the transition of host from one state to another state is proposed model. The s ystem 

into five states that are susceptible, infected, delayed, quarantined, and vaccinated (SIDQV). The proposed SIDQV 

model susceptible data are directly given to the Vaccinated. Numbers of hosts are specified by the probability 

system with given time, given time is calculated by Discrete-time method in this transition. This type of discrete 

time is useful for the effective method and it is suitable for large computer network system and it also saving time. 

The experimental results shows number of host transition stage time is reduced. 

 
Keywords: Simple Epidemic Model, Vaccinated, susceptible, infected, delayed, quarantined, and vaccinated  

(SIDQV). 
 
1. INTRODUCTION  
 
Nowadays, computer affected by the worms very much 

and it is one of the real threats in cyber space, due to 

these worms the computer process in slow and it steal 

some important information and also it affect the other 

host in the network. In [1] describes the internet worms 

and their complex in the network. Here provides some 

model and research situation for internet worms, their 

functionality and their speed through the network. To 

prevent this, address some scanning process and some 

well-developed techniques. 
Some traditional epidemic models are described in [2, 3 

and 4], these models are not directly applied to internet 

worm speed. Several techniques are used to prevent the 

speed of internet worms. Several decades are 

preventing the internet worms through mathematical 

models. One of the models is used to prevent the 

internet worm and it plays an important role in network, 

name of the model is SIR (susceptible, infected, and 

removed) [5]. 
This paper is constructed as follows; section 2 describes 

the previous works done for Internet followed by its 

merits and limitations. Then section 3 illustrates an 

overview. In section 4, evaluation results are presented 

for proposed work compared with the existing. Finally, 

in section 5 the paper is concluded. 

2. LITERATURE SURVEY  
 
In [6], author proposed the model to prevent the worm 

propagation in computer network. Implemented the 

dynamic e-epidemic SEIS-V (Susceptible Exposed 

Infectious Susceptible with Vaccination) model, it is 

one of the mathematical model. This developed model 

is used for the transmission of worm in vertical 

transmission. This approach is used to develop the 

antivirus software and it is used to reduce the attack. 

P2P worms produce a serious threat in the network 

because of their propagation speed. To prevent this, in 

[7] described an approach to avoid the malicious attacks 

in the network by repair-and patch. This repair-and-

patch approach to quarantine malicious worms fast in 

unstructured P2Pnetworks. These approaches are 

handled by two benign worms are SWORM and 

RWORM. SWORM, that the host in the network is 

affected by malicious worm and RWORM, that the 

affected software vulnerabilities are removed. Then the 

author proposed discrete difference equations to 

describe the relationship between malicious and benign 

worms. 

Transmissions of malicious objects (virus, worms, 

Trojans) in computer networks are related to biological 

infectious diseases and are epidemic environment. In 

[8], implemented the fuzzy transmission of worms in 

computer network, the name of the transmission is e- 

 

epidemic SIRS (susceptible-infectious-recovered-

susceptible). This paper proposed the three approaches 

for the status of the worm in computer network. Three 
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approaches are epidemic control strategies are analyzed 

the infected host by intermediate value theorem. If the 

amount of infection in host is low, then the host is the 

absence of worm, if it is high, worm is present in host 

and for the medium amount of infection; worm may be 

present or not in the computer network. 
In [9] proposed a network worm attack model, VEISV 

(vulnerable – exposed – infectious – secured – 

vulnerable). This approach is  used to measure the effect 

of security in worm propagation model. This model 

provides the dysfunctional host position and their state 

transition. Finally it provides the increasing in security 

in computer network. To detect the spreading malwares 

in wired networks by using Epidemic modeling based 

on the classic Kermack–McKendrick model. Finally 

these methods successfully detect the malware in 

wireless network even though number of network in 

theses nodes is large [10]. 
Mitigation for worm approach was implemented in 

[11], they validate the efficiency of this model through 

extensive simulations. Then according to actual 

networks here the author take the network-delay factor 

into account, which can affect the initial infection rate 

of active worms. After that they analyze the worm-free 

equilibrium point, and derive the important parameter, 

the basic reproduction number, to quantify the guideline 

for effective worm defense. 

 
 

Table 1: Internet worm detection based propagation model 

 
Year Author Techniques used Parameter Used O bservations 

2014 Bimal kumar, mishran 
and Samir kumar Pandey 

Susceptible – exposed – 
infectious – susceptible 
with vaccination 

Modified reproductive 
number 

If means that condition reduce 
the propagation of worm in the 
networks, if it  not will be in 

stable condition 

2011 Ting Chen et al [7] SWORM and RWORM Release time of 

SWORM 
Release time of 
RWORM 

This approach is faster one and 

protects the host from the worm  

2010 Bimal Kumar, Mishra 

and Samir kumar Pandey 

Fuzzy epidemic model (fuzzy basic 

reproduction number), 
(classical basic 
reproduction number 

Based on the infected host, 

worm in computer network is 
analyzed as high, medium and 
low 

2012 Ossama et al [9] VEISV (vulnerable – 

exposed – infectious – 
secured – vulnerable 

 Dysfunctional rate  

Replacement rate 

Observation shows, if the 

reproduction rate is greater than 
one then the worm is pervade 
and the absence of worm in the 
network is denoted  by 

reproduction rate is less than the 
one  

2012 Khouzani et al 2012 Epidemic Modeling 
technique 

U(t) is the dynamic 
parameter of control of 

the malware 

It  effectively detect the network 
wide abnormalities  

2010 Fangwei et al 2010 SEIQV model Infection rate  is a From this paper observed that 
decreasing the number of 
infected hosts and reducing the 
worm propagation speed. 
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3. WORM PROPAGATION MODEL  
 
There is several worm propagation models are used to 

prevent the worm in the computer network. Some of the 

following models are followed 
 
3.1 The simple epidemic model (SEM) 
This is one of the epidemic models to represent the host 

in the network. In SEM describe the host in the 

network in two states, that if the worm is susceptible or 

infected. The state transition diagram for the SEM is 

given in figure 1. 
 
 
 

 
 

Figure 1: The state transition diagram of the SEM. 

 
Differential equation for the SEM diagram is given 

below 
 
 
 

(1) 
 
 
 
From the equation 1 observes that the system is 
asymptotically stable equilibrium (0, N) 
Where N denotes the total number of host in the 

internet, susceptible host propagation is given by S (t) 

at time t, infected host propagation host is given by I (t) 

at time t and the infection rate is given by β value, if the 

value is greater than 1. 
 
3.2 The SIVS model 
This is another model and it is consists of three states 

that are susceptible, infected and vaccinated. The 

transition diagram for this model is given in figure 2. 

 

 

 

 

 

 

 

 
. 

 

Figure 2: The state transmission diagram of the 

SIVS Model 

The differential equation for the SIVS model is given 

below is rate is from I (t) to V(t), rate of vaccination 

 
 
 
 

Failure is               (2) 

 
 

 

Due to no permanent immunization, vaccinated hosts 

can become susceptible ones. Propagation of 

Vaccinated host is denoted by V (t) at time t. if the 

worms can be removed from the anti-virus software 

means then the rate of γ immunization is greater than 

zero, th indicated by µ, due to the reassembly of the 

computer operating system. 
 
3.3 The SIDQV model 
This model consists of five states that are susceptible, 

infected, delayed, quarantined, and vaccinated. Here the 

intrusion detection system is corporate and hosts 

detected by such system will be quarantined. 

Transitions diagram for the SIDQV is given in figure 3. 
 
 

 

 

 

 

 

 

 

 

 
 
 
 

 

 

 

 

 

Figure 3: Transitions diagram for the SIDQ

S I V 

D 

Q 

 

 

 

 

 

 

 

S 
 

I 

S I V 

 

  



ISSN: 2347-971X (online)                                                                                                          International Journal of Innovations in Scientific and 

ISSN: 2347-9728(print)                                                                                                                                                 Engineering Research (IJISER)                                                           

 

www.ijiser.com                                                                                          11                                                                    Vol 3 Issue 1 JAN 2016/102 

 

 

3.4 Proposed SIDQV Model  
Proposed SIDQV model is differ from the exisiting 

SIDQV model, than the exisintg SIDQV model have 

processes the system in very large time and also the 

stata transition from the S to I and then to V. But in 

proposed SIDQV model susceptible data’s are directly 

given to the Vaccinated. In transition, numbers of hosts 

are indicated by the probability system with given time, 

given time is calculated by Discrete-time method. This 

type of discrete time is useful for the effective method 

and it is also suitable for large computer network 

system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Transitions diagram for the proposed 

SIDQV model 

 

 

In proposed SIDQV model, susceptible host are directly 

enter in to the vaccinated, through this time is saved. In 

Each process discrete time simulation are handled, and 

also how many host are transition from one state to 

another state is calculated by the probability in this 

time. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Algorithm for Susceptible 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Algorithm for Infected 

 

Susceptible  

For i= 1 to n do  

 
If infection rate <= β then 

 

 

 
If infection rate <=  
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if                                                             

End if                                                          

Else                                                                                

If infection rate<=ω then 

                                 
End if                                                         

End if                                                      

Next 

Infected 

 
For i= 1 to n do 

 
If infection rate <= γ then 

     

 

 
If infection rate <= 

 

      
End if                                              
End if                                                         
End if                                                       
Next 
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Figure 7: Algorithm for Quarantined 
 
 

Vaccinated  
For i= 1 to n do 

If = Vaccinated then  
If infection rate <= ω then 

Make  susceptible  
End if  
End if  
Next 
 

 
 

Figure 8: Algorithm for Vaccinated 
 
The differential equation for the SIDQV model is given 

below: 
 

 

 
 
 
 
 
 
 
 
 
 
 

Pseudo code for proposed SIDQV Model 

 

 

Figure 9: Pseducode for proposed SIDQV Model  

Quarantined  
For i= 1 to n do 

If  = quarantined then  
If infection rate <= δ then 

Make  vaccinated  
End if  
End if  
Next 

 
Pseudo code for proposed SIDQV Model 
 

Step 1: For check each host in 
network Step  

2: If (host is in susceptible state 
 
and infection rate is less than or equal to β) 

then  
Step 3: Make host infected 
 
Step 4: Else if infected rate is α1S then  
Step 5:  Check the detection time  
Step 6: If (delayed and equal to α1 

 then 
 
Step 7: Host goes to quarantined 

state Step 8: End if 
 
Step 9: 

End if 

Step10: 

Else 
 
Step11: If infection rate is less than or equal to  
ω then 
 
Step12: Host goes to 

vaccinated state Step 

13: End if 
 
Step14: Else if (host is in infected 

state and infection  

rate is less than or equal to γ) then  
Step15: Host goes to vaccinated state 

step 16: Else if infected rate is   α2I then 

step 17: Repeat step from 5 to 9 
  
Step18: Else if (host is in quarantined state  
and infection rate is less than or equal to δ) 

then 
 
Step19: Host goes to vaccinated 

state Step 

20: Else if (host is in vaccinated 

state 
 
and infection rate is less than or equal to ω) 

then 
 
Step21: Host goes to 

susceptible state End if 
 

Next 
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The proposed approach monitors and detects the host 

transition from one state to another state. Figure 5 to 9 

above shows the approach proposed for transition of 

host. The probability and discrete time algorithm in the 

proposed approach detects the how many hosts are 

transition from one state to another state and vaccinated 

and quarantine the worms in a respective time. 
 

In equation 3, susceptible hosts and infected hosts 

proportion to the quarantined at time t is defined by the 

D (t), rate of quarantine from S(t) to D(t) is indicated by 

the , and this value is greater than zero, since the 
system quarantines worms by the anomaly detection 

system. Rate of quarantine from I(t) to D(t) is denoted  

by , this rate value also greater than zero. Proportion 
 
of quarantine rate is given by Q (t) at time t-τ. 

Immunization rate also greater than zero because the 

antivirus killing worms, Q(t) to V (t) rate of 

immunization rate is defined by δ. Period of time delay 

of detection by the anomaly detection system, is also 

greater than zero and it is denoted by τ . 
In this transition, large number of hosts is  transfer from 

one state to another state in the computer network.  
 

In the equation ω indicates  the time length period for 

host transfer from the susceptible to vaccinated. 

Discrete time is divided into two parts that are pulse 

quarantine algorithm and constant quarantine algorithm. 

Host is changed from one state to another state in a Unit 

time; it is defined by minute or seconds. Host must be 

checked for every unit time that is whether the host is 

changed from one state or not it is based on the selected 

random number. If the host is transition from one state 

to other state, while the random number is smaller than 

the corresponding probability. 

 
4. EXPERIMENTAL RESULT  
 
In proposed system, data’s  are collected from the open 

source. The evaluation is done using Java platform with 

the real dataset. The dataset has been created through 

web from the Internet. 

 

 

 

Table 2: Number of host from one state to other 

state 
 

Time Susceptible Infectious Quarantined Vaccinated 

1000 466.2 8.490 30.84 85.15 

2000 907.25 16.93 63.80 178.68 

3000 1352.21 25.79 96.89 272.95 

4000 1800.29 34.26 128.36 367.67 

 
 
 
 
 

 
 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

Figure 9: Number of host from Susceptible to 
Vaccinated 

 

Table 1 and figure 9 provides that the host is 

Susceptible, Infectious, Quarantined and Vaccinated 

from the number of host with respective time in ms. In 

figure 10, black color indicates the number of host in 

susceptible state in 0-4000ms, time is spitted as 0-

1000, 1000-2000, 2000-3000 and 3000-4000ms. In the 

same way, green color indicates the vaccinated state, 

blue color indicates the quarantined state and red color 
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indicates the infectious state. 

 

 

 

 

 

 

 

 

 

 

Figure 10: Indicate the host value in each state 

 

 

 

 

 

 

 

 

 

 

 Figure 11: Transition of host from one state 

to another state 
 

Figure 10 and figure 11 illustrates the number of host 

transfer from one state to another state from the number 

of 7 lakhs host. 

 
5. CONCLUSION  
 
In computer network internet worm cause the serious 

threat in each host, and that infected host need to be 

vaccinated. In this paper, proposed system for transition 

of host from one state to another state. This paper 

divides the system into five states that are susceptible, 

infected, delayed, quarantined, and vaccinated. In each 

state introduce the probability to find out the transition 

of number of host from one state to another state. 

Discrete time is implemented in this paper, to allot the 

time for number of host transition. This method is used 

for the large number of computer network and it also 

time saving one. 

 
REFERENCES 
 
[1] Qing,  Sihan,  and  Weiping  Wen.  "A  survey  and  

          trends on Internet worms. "Computers & Security 24, 
no.        4 (2005): 334-346. 

 
[2] Zou, Cliff Changchun, Weibo Gong, and Don Towsley. 

"Worm propagation modeling and analysis under 

dynamic quarantine defense." In Proceedings of the 

2003 ACM workshop on Rapid malcode, pp. 51-60. 

ACM, 2003. 
 
[3] Toutonji, Ossama, and Seong-Moo Yoo. "Passive 

Benign Worm Propagation Modeling with Dynamic 

Quarantine Defense." TIIS 3, no. 1 (2009): 96-107.  
 
[4] Moore, David, Colleen Shannon, Geoffrey M. Voelker, 

and Stefan Savage. "Internet quarantine: Requirements 

for containing self-propagating code." In INFOCOM 

2003. Twenty-Second Annual Joint Conferences of the 

IEEE Computer and Communications. IEEE Societies, 

vol. 3, pp. 1901-1910. IEEE, 2003.  
 
[5] Yao, Yu, Xiao-wu Xie, Hao Guo, Ge Yu, Fu-Xiang 

Gao, and Xiao-jun Tong. "Hopf bifurcation in an 

Internet worm propagation model with time delay in 

quarantine." Mathematical and Computer Modelling 

57, no. 11 (2013): 2635-2646.  
 
[6] Mishra, Bimal Kumar, and Samir Kumar Pandey. 

"Dynamic model of worm propagation in computer 

network." Applied Mathematical Modelling 38, no. 7 

(2014): 2173-2179.  
 
[7] Chen, Ting, Xiao-song Zhang, Hua Li, and Yue Wu. 

"Fast quarantining of proactive worms in unstructured 

P2P networks." Journal of Network and Computer 

Applications 34, no. 5 (2011): 1648-1659.  
 
[8] Mishra, Bimal Kumar, and Samir Kumar Pandey. 

"Fuzzy epidemic model for the transmission of worms 

in computer network." Nonlinear Analysis: Real World 



ISSN: 2347-971X (online)                                                                                                          International Journal of Innovations in Scientific and 

ISSN: 2347-9728(print)                                                                                                                                                 Engineering Research (IJISER)                                                           

 

www.ijiser.com                                                                                          15                                                                    Vol 3 Issue 1 JAN 2016/102 

 

Applications 11, no. 5 (2010): 4335-4341.   
[9] Toutonji,   Ossama   A.,   Seong-Moo   Yoo,   and  
 
         Moongyu  Park.  "Stability  analysis  of  VEISV 

         propogation modeling for network worm attack” 

Applied Mathematical Modelling 36, no. 6 (2012): 
2751-2761. 

[10]   Khouzani. M. H. R., Saswati Sarkar, and Eitan Altman. 

“ Maximum damage malware attack in mobile wireless 

network.” IEEE/ACM Transactions on Networking 20. 
no. 5 (2012); 1347-1360 

  
[11] Wang, Fangwei, Yunkai Zhang, Changguang Wang, 

Jianfeng Ma, and SangJae Moon. "Stability analysis of 

a SEIQV epidemic model for rapid spreading worms." 

Computers & Security 29, no. 4 (2010): 410-418.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


