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Abstract: Mobile Ad Hoc Networks consist of a collection of mobile nodes which can move freely. These nodes 

can be dynamically self-organized into arbitrary topology networks without a fixed infrastructure. One of the 

fundamental challenges of MANETs is the design of dynamic routing protocols with good performance and less 

overhead. EAACK is based on the Intrusion Detection System. During the packet transmission time eaves dropping 

and black hole attack can occur. This is one of the very rigorous problems. Eaves dropping means the attacker can 

access the data without permission during transaction period and also change the source and forward to the receiver. 

But the receiver does not know they receiving data is changed. The black hole attack means the packets drooped 

during the transaction period. To overcome these two problems we calculate the CCV (Combined Cost Value) for 

each node. The CCV value is based upon the node degree and weight of the node. The calculated CCV value is same 

that node is normal node. IF the calculated CCV value is mismatched that node is attacker node. So, we easily 

identify and overcome these two attacks. 

1.  INTRODUCTION: 

We have seen a rapid expansion in the field of mobile 

computing due to the proliferation of inexpensive, 

widely available wireless devices. However, current 

devices, applications and protocols are solely focused 

on cellular or wireless local area networks (WLANs), 

not taking into account the great potential offered by 

mobile ad hoc networking. A mobile ad hoc network is 

an autonomous collection of mobile devices (Laptops, 

Smart Phones, Sensor, etc) that communicate with each 

other over wireless links and cooperate in a distributed 

manner in order to provide the necessary network 

functionality in the absence of a fixed infrastructure. 

This type of network, operating as a stand-alone 

network or cellular networks or the internet, paves the 

way for numerous new and exciting applications. 

Application scenarios include, but are not limited to: 

emergency and rescue operations, conference or 

campus settings, car networks, personal networking, 

etc. 

MANET nodes are typically distinguished by their 

limited power, processing, and memory resources as 

well as high degree of mobility. In such networks, the 

wireless mobile nodes may dynamically enter the 

network as well as leave the network. Due to the limited 

transmission range of wireless network nodes, multiple 

hops are usually needed for a node to exchange 

information with any other node in the network. Thus 

routing is a crucial issue to the design of a MANET. 

Routing protocols in conventional wired networks are 

usually based upon either distance vector or link state 

routing algorithms. Both of these algorithms require 

periodic routing advertisements to be broadcast by each 

router. In distance vector routing, each router 

broadcasts to all of its neighboring routers its view of 

the distance to all other nodes; the neighboring routers 

then compute the shortest path to each node. In link-

state routing, each router broadcasts to its neighboring 

nodes its view of the status of each of its adjacent links; 

the neighboring routers then compute the shortest 

distance to each node based upon the complete 

topology of the network. 

In this paper, system uses the AODV protocol. The Ad 

hoc On Demand Distance Vector (AODV) routing 

algorithm is a routing protocol designed for ad hoc 

mobile networks. AODV is capable of both unicast and 

multicast routing. It is an on demand algorithm, 

meaning that it builds routes between nodes only as 

desired by source nodes. It maintains these routes as 

long as they are needed by the sources. Additionally, 

AODV forms trees which connect multicast group 

members. The trees are composed of the group 

members and the nodes needed to connect the members. 

AODV uses sequence numbers to ensure the freshness 

of routes. It is loop-free, self-starting, and scales to 

large numbers of mobile nodes. 
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AODV builds routes using a route request / route reply 

query cycle. When a source node desires a route to a 

destination for which it does not already have a route, it 

broadcasts a route request (RREQ) packet across the 

network. Nodes receiving this packet update their 

information for the source node and set up backwards 

pointers to the source node in the route tables. In 

addition to the source node's IP address, current 

sequence number, and broadcast ID, the RREQ also 

contains the most recent sequence number for the 

destination of which the source node is aware. A node 

receiving the RREQ may send a route reply (RREP) if 

it is either the destination or if it has a route to the 

destination with corresponding sequence number 

greater than or equal to that contained in the RREQ. If 

this is the case, it unicast a RREP back to the source. 

Otherwise, it rebroadcasts the RREQ. Nodes keep track 

of the RREQ's source IP address and broadcast ID. If 

they receive a RREQ which they have already 

processed, they discard the RREQ and do not forward 

it. 

As the RREP propagates back to the source, nodes set 

up forward pointers to the destination. Once the source 

node receives the RREP, it may begin to forward data 

packets to the destination. If the source later receives a 

RREP containing a greater sequence number or contains 

the same sequence number with a smaller hop count, it 

may update its routing information for that destination 

and begin using the better route. 

As long as the route remains active, it will continue to 

be maintained. A route is considered active as long as 

there are data packets periodically travelling from the 

source to the destination along that path. Once the source 

stops sending data packets, the links will time out and 

eventually be deleted from the intermediate node routing 

tables. If a link break occurs while the route is active, the 

node upstream of the break propagates a route error 

(RERR) message to the source node to inform it of the 

now unreachable destination(s). After receiving the 

RERR, if the source node still desires the route, it can 

reinitiate route discovery. 

Most of the techniques and methods are developed 

for the routing in MANET. But sometimes it fails due 

to security problem. To provide the security most of the 

security methods and algorithms are developed. For the 

securitypurpose, system introduces the Intrusion 

Detection System. An intrusion detection system (IDS) 

is a device or software application that monitors 

network or system activities for malicious activities or 

policy violations and produces reports to a management 

station. Some systems may attempt to stop an intrusion 

attempt but this is neither required nor expected of a 

monitoring system. Intrusion detection and prevention 

systems (IDPS) are primarily focused on identifying 

possible incidents, logging information about them, and 

reporting attempts. In addition, organizations use 

IDPSes for other purposes, such as identifying 

problems with security policies, documenting existing 

threats and deterring individuals from violating security 

policies. IDPSes have become a necessary addition to 

the security infrastructure of nearly every organization. 

Mobile Ad Hoc Network promise exciting new 

applications in the near future, such as ubiquitous on-

demand computing power, continuous connectivity, and 

instantly deployable communication for military and 

first responders. Such networks already monitor 

environmental conditions, factory performance, and 

troop deployment, to name a few applications. As 

WSNs become more and more crucial to the everyday 

functioning of people and organizations, availability 

faults become less tolerable—lack of availability can 

make the difference between business as usual and lost 

productivity, power outages, environmental disasters, 

and even lost lives; thus high availability of these 

networks is a critical property, and should hold even 

under malicious conditions. Due to their ad hoc 

organization, wireless ad hoc networks are particularly 

vulnerable to denial of service (DoS) attacks, and a 

great deal of research has been done to enhance 

survivability. 

This Intrusion detection system based on the process 

of Acknowledgement based schemes. ACK is basically 

an end-to-end acknowledgment scheme. It acts as a part 

of the hybrid scheme in EAACK, aiming to reduce 

network overhead when no network misbehavior is 

detected. In this EAACK mode, Source Node first 

sends out an ACK data packet to the destination node. 

If all the intermediate nodes along the route between 

Source Node and Destination Node are cooperative and 

Destination Node successfully receives packets, 

Destination Node is required to send back an 

acknowledgment packet along the same route but in a 
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reverse order. Within a predefined time period, if 

Source Node receives Packets, then the packet 

transmission from Source Node to Destination Node is 

successful. Otherwise, Source Node will switch to S-

ACK mode by sending out an S-ACK data packet to 

detect the misbehaving nodes in the route. This 

EAACK method is possible to overcome the problems 

of receiver collision, limited transmission power, and 

false misbehavior report. 

A digital signature (not to be confused with a digital 

certificate) is an electronic signature that can be used to 

authenticate the identity of the sender of a message or 

the signer of a document, and possibly to ensure that the 

original content of the message or document that has 

been sent is unchanged. Digital signatures are easily 

transportable, cannot be imitated by someone else, and 

can be automatically time-stamped. The ability to 

ensure that the original signed message arrived means 

that the sender cannot easily repudiate it later. 

A digital signature can be used with any kind of 

message, whether it is encrypted or not, simply so that 

the receiver can be sure of the sender's identity and that 

the message arrived intact. A digital certificate contains 

the digital signature of the certificate-issuing authority 

so that anyone can verify that the certificate is real. 

A digital signature is an electronic form of a signature 

that can be used to authenticate the identity of the 

sender of a message or the signer of a document, and 

also ensure that the original content of the message or 

document that has been sent is unchanged. Digital 

signatures are easily transportable and cannot be 

imitated by someone else. The ability to ensure that the 

original signed message arrived means that the sender 

cannot easily disclaim it later. 

Digital Signature Certificates (DSC) is the electronic 

format of physical or paper certificate like a driving 

License, passport etc. Certificates serve as proof of 

identity of an individual for a certain purpose; for 

example, a Passport identifies someone as a citizen of 

that country; who can legally travel to any country. 

Likewise, a Digital Signature Certificate can be 

presented electronically to prove your identity, to 

access information or services on the Internet or to sign 

certain documents digitally. 

A Certifying Authority is a trusted agency whose 

central responsibility is to issue, revoke, renew and 

provide directories for Digital Signature Certificates. 

According to Section 24 of the Information Technology 

Act 2000, "Certifying Authority" means a person who 

has been granted a license to issue Digital Signature 

Certificates. 

 

2. EXPERIMENTAL 

To avoid the problems in the existing system, it 

introduces the new system of EAACK concept. 

EAACK is the Enhanced Adaptive Acknowledgment. 

This system is designed for overcome the problems of 

ambiguous collisions, receiver collisions, limited 

transmission power, false misbehavior report, collusion 

and partial dropping during the packet transmission 

time eaves dropping and black hole attack can occur. 

This is one of the very rigorous problems. Eaves 

dropping means the attacker can access the data without 

permission during transaction period and also change 

the source and forward to the receiver. But the receiver 

does not know they receiving data is changed. The 

black hole attack means the packets drooped during the 

transaction period. 

To overcome these two problems we calculate the 

CCV (Combined Cost Value) for each node. The CCV 

value is based upon the node degree and weight of the 

node. The calculated CCV value is same that node is 

normal node. IF the calculated CCV value is 

mismatched that node is attacker node. So, we easily 

identify and overcome these two attacks. 

 

2.1 ADVANTAGES 

• It is possible to reduce the weakness of watchdog 

schemes  

• It avoids the problem of false misbehavior, limited 

transmission power, and receiver collision.  

 

3. FEASIBILITY STUDY 

3.1 MISBEHAVIOUR NODE DETECTION 

In EAACK concept we find which node act as 

misbehaving for the packet transmission. We use S-

ACK mode is to detect misbehaving nodes in the 

presence of receiver collision or limited transmission 

power. In packet transmission sometimes the forwarded 

node does not forward the packet to the destination 

node in this stage the forwarded node is act as the 

misbehavior node. Otherwise sometime may be the 
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attacker node acct as the forwarded node for the packet 

transmission. In this stage we use the S-ACK mode to 

find out the misbehavior node. 

Adhoc networks maximize total network throughput 

by using all available nodes for routing and forwarding. 

Therefore, the more nodes that participate in packet 

routing, the greater the aggregate bandwidth, the shorter 

the possible routing paths, and the smaller the 

possibility of a network partition. However, a node may 

misbehave by agreeing to forward packets and then 

failing to do so, because it is overloaded, selfish, 

malicious, or broken. An overloaded node lacks the 

CPU cycles, buffer space or available network 

bandwidth to forward packets. A selfish node is 

unwilling to spend battery life, CPU cycles, or available 

network bandwidth to forward packets not of direct 

interest to it, even though it expects others to forward 

packets on its behalf. A malicious node launches a 

denial of service attack by dropping packets. A broken 

node might have a software fault that prevents it from 

forwarding packets. 

An example of these kinds of attacks is the selfish 

node, which uses the network but does not cooperate, 

saving battery life for its own communications. Another 

similar attack is the black hole, which intends to disrupt 

the communication with its neighborhood by attracting 

all traffic flows in the network and then dropping all 

packets received without forwarding them to their final 

destination. The existence of these attacks makes the 

network availability quite unpredictable. Notice that 

network availability is a minimum requirement for 

developing any commercial system, and MANETs are 

not an exception. Therefore, and extra effort must be 

done to achieve an acceptable security degree. In 

particular, trustworthiness is essential for the practical 

exploitation of these networks. 

 

3.2 PACKET LOSS DETECTION 

If any node act as the misbehaving in the packet 

transmission the packet will be lose and does not reach 

the destination. Once we find the misbehavior node with 

the help of the S-ACK mode we easily detect which 

node loss the packet during the packet transmission. In 

EAACK concept we use the MRA (Misbehavior Report 

Authentication) to detect misbehaving nodes with the 

presence of false misbehavior report. The false 

misbehavior report can be generated by malicious 

attackers to falsely report innocent nodes as malicious. 

To initiate the MRA mode, the source node first searches 

its local knowledge base and seeks for an alternative 

route to the destination node. If there is no other that 

exists, the source node starts a AODV routing request to 

find another route. Due to the nature of MANETs, it is 

common to find out multiple routes between two nodes. 

AODV is an on-demand routing protocol i.e. routes to 

the destination are only discovered when required thus 

avoiding memory overhead and less power. Moreover a 

node using AODV does not have to discover and 

maintain a route to another node until the two nodes 

need to communicate with one another. AODV uses 

destination sequence number, which is generated, by the 

destination itself for each route entry. 

The destination sequence number ensures loop 

freedom and if two similar routes to a destination exist 

then the node chooses the one with the highest sequence 

number. AODV uses Route Request (RREQ), Route 

Reply (RREP), and Route Error (REER) messages for 

route discovery and maintenance. 

Ad-hoc On-demand distance vector (AODV) is a 

variant of classical distance vector routing algorithm. 

Like DSDV, AODV provides loop free routes in case of 

link breakage but unlike DSDV, it doesn’t require 

global periodic routing advertisement. AODV 

experiences unacceptably long waits frequently before 

transmitting urgent information because of its on 

demand fashion of route discover. 

It borrows the basic on-demand mechanism of Route 

Discovery and Route Maintenance from DSR protocol, 

plus the use of hop-by-hop routing, sequence numbers, 

and periodic beacons from DSDV protocol. 

The AODV protocol is loop-free and avoids the 

count-to-infinity problem by the use of sequence 

numbers. Additionally, AODV forms trees which 

connect multicast group members. The trees are 

composed of the group members and the nodes needed 

to connect the members. AODV protocol uses a simple 

request-reply mechanism for route discovery. 

When a node desires to send a packet to destination, 

it checks its routing table to determine if it has a current 

route to the destination. If yes, forwards the packet to 

next hop node. If No, it initiates a route discovery 

process. 
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Route discovery process begins with the creation of a 

Route Request (RREQ) packet where source node 

creates it. Source node sends a Routes Request message 

to its neighbors. The packet contains source node’s IP 

address, source node’s current sequence number, 

destination IP address, destination sequence number. 

Packet also contains broadcast ID number. Broadcast 

ID gets incremented each time a source node uses 

RREQ. Broadcasting is done via Flooding. Source 

node’s IP address and Request ID fields uniquely 

identify the ROUTE REQUEST packet to allow nodes 

to discard any duplicates they may receive. Sequence 

number of source and the most recent value of 

destination sequence number that the source has seen 

and the Hop count field will keep track of how many 

hops the packet has traveled. When source include 

destination sequence numbers in its route request that 

actually last known destination sequence number for a 

particular destination. 

AODV uses sequence numbers to ensure the 

freshness of routes. To test freshness it compares 

destination sequence number, if RREQ packet 

destination sequence number is greater than the Route 

destination sequence numbers assumes route is still 

present and remains unused. As long as the route 

remains active, it will continue to be maintained. 

A route is considered active as long as there are data 

packets periodically traveling from the source to the 

destination along that path. Once the source stop. 

Sending data packets, the links will time out and 

eventually be deleted from the intermediate node 

routing tables. If a link break occurs while the route is 

active, the node upstream of the break propagates a 

route error (RERR) message to the source node to 

inform it of the now unreachable destination(s). After 

receiving the RERR, if the source node still desires the 

route, it can reinitiate route discovery. 

 

5. GRAPH CONSTRUCTION 

 

 

 

 

 

 

 

6. LIMITATIONS 

There is no dynamic window advertisement, segment 

and ACK number computations are in units of packets, 

and there is no SYN/FIN connection 

establishment/teardown. 

The simulator models for Reno, New Reno, Sack, and 

Fack TCP are described briefly in Section 17.1.5 of the 

ns Manual. The one-way implementation in the 

simulator also does not have the sender check that the 

receiver is ECN-capable, as would be done in a real 

implementation. The two-way TCP (Full TCP) does. 

 

7. CONCLUSION 

To overcome the problems present in the watch dog 

method we introduce the new EAACK concept. The 

collusion, ambiguous collision and the packet drop are 

the problems present in the existing watch dog method. 

During the packet transmission time eaves dropping and 

black hole attack can occur. This is one of the very 

rigorous problems. Eaves dropping means the attacker 

can access the data without permission during 

transaction period and also change the source and 

forward to the receiver. But the receiver does not know 

they receiving data is changed. The black hole attack 

means the packets drooped during the transaction 

period. To overcome these two problems we calculate 

the CCV (Combined Cost Value) for each node. The 

CCV value is based upon the node degree and weight of 

the node. The calculated CCV value is same that node 

is normal node. IF the calculated CCV value is 

mismatched that node is attacker node. So, we easily 

identify and overcome these two attacks. 
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