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Abstract: The problem is to discover attributes or properties, accounting for the priori stated abnormality of a group 

of anomalous individuals with respect to an overall given population. To this aim, we introduce the notion of 

exceptional property and define the concept of exceptionality score, which measures the significance of a 

property. In order to single out exceptional properties, we resort to a form of minimum distance estimation for 

evaluating the badness of fit of the values assumed by the outliers compared to the probability distribution 

associated with the values assumed by the inliers. An algorithm called EXPREX is used, for efficiently 

discovering exceptional properties, thereby reducing the computational need. We propose an online oversampling 

principal component analysis (osPCA) algorithm to address large scale problems. By oversampling the target 

instance and extracting the principal direction of the data, the proposed os PCA allows us to determine the 

anomaly of the target instance according to the variation of the resulting dominant Eigen vector. 

1. INTRODUCTION 

An interesting and challenging learning task consists 

therefore  in  characterizing  the  behavior  of  such 

anomalous  individuals  and  the  work  [1]  precisely 

considers  the  problem of  discovering  attributes  that 

account for the (a priori stated) abnormality of one 

single individual within a given data population. In this 

paper, we extend the perspective of that approach in 

order to be able to deal with groups, or subpopulations, 

of anomalous individuals. As an example, consider a 

rare disease and assume a population of healthy and 

unhealthy human individuals is given;   here, it would 

be very useful to single out properties characterizing 

the unhealthy individuals. An exceptional property is 

an attribute characterizing the abnormality of the given 

anomalous   group   with respect to   the  normal  data 

population the  inliers.  Moreover,   each   property 

can have associated a condition, also called 

explanation, statistical methods for fitting a 

mathematical model to data. To judge the quality of a 

property, exceptionality scores that are functions 

measuring the badness of fit of the values assumed by 

the outliers compared to the probability distribution 

associated w i t h  t h e  v a l u e s  assumed by the 

inliers are used. The exceptionality whose aim is to 

single out a significant portion of the data for which 

the property is indeed characterizing anomalous 

subpopulations. In this project, the perspective of that 

approach in order to be able to deal with groups, or 

subpopulations of anomalous individuals is extended. 

As an example, consider a rare disease and assume a 

population of healthy and unhealthy human 

individuals is given; here, it would be very useful to 

single out properties characterizing the unhealthy 

individuals. 

An exceptional property is an attribute 

characterizing the abnormality of the given 

anomalous group with respect to the normal data 

population. Moreover, each property can have 

associated a condition, also called explanation, whose 

aim is to single out a significant portion of the data 

for which the property is indeed characterizing 

anomalous subpopulations. In order to single out 

significant properties, we resort to minimum distance        

estimation        methods        that        are scores here 

defined are based on randomization test using the 

Pearson chi-square criterion for categorical properties, 

and on the Crame´r-von-Misescriterion for numerical   

properties.   These   criteria   evaluate   the badness of 

fit of a probability distribution F, Compared to a 

sample set. In particular, reference distributions F, the 

empirical distribution function associated with the 

population of inliers and, as the sample set, the 

population of ooutliers areemployed. The proposed 

exceptionality scores are specifically designed for the 

task in hand, in which a rare population with a large 

population of normal individuals are compared. Also, 

an algorithm, called EXPREX, or Exceptional Property 
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Extractor, that automatically singles out the 

exceptional properties and their associated 

explanations is presented. 

 

2. RELATED WORK 

2.1 Anomaly Detection 

Anomaly detection is an important problem that has 

been researched within diverse research areas and 

application domains. Many anomaly detection 

techniques have been specifically developed for certain 

application domains, while others are more generic. 

This survey tries to provide a structured and 

comprehensive overview of the research on anomaly 

detection. We have grouped existing techniques into 

different categories based on the underlying approach 

adopted by each technique. For each category we have 

identified key assumptions, which are used by the 

techniques to differentiate between normal and 

anomalous behavior. When applying a given technique 

to a particular domain, these assumptions can be used 

as guidelines to assess the effectiveness of the 

technique in that domain. For each category, we 

provide a basic anomaly detection technique, and then 

show how the different existing techniques in that 

category are variants of the basic technique. 

 

2.2 Subgroup Discovery 

The Subgroup Discovery Task (SDT) aims at finding 

an interesting subgroup of objects with common 

characteristics with respect to a given attribute value 

pair, called target variable [27]. It was introduced in 

[27] for categorical domains and, recently, extended to 

numerical domains [31]. The SDT outputs a subgroup 

of Individuals, identified as those individuals of the 

population   satisfying   a   set   of   conditions,   whose 

behaviour on the target attribute-value pair is different 

from the behaviour of the population taken as a whole. 

Even if there are some relationships with the task 

addressed here, the SDT presents relevant differences 

with it. In SDT, the behaviour of the subgroup is 

compared with the whole population and SDT does not 

deal with a priori provided subpopulations. 

 

2.3Outlying Property Discovery 

In this, a data population is assumed to be given, 

characterized by a certain number of attributes, and the 

information is provided that one of the individuals in 

the data population is abnormal. In this context, the 

problem of discovering sets of attributes that account 

for the abnormality of such an individual is considered. 

Each subset of attributes is intended to represent a 

property of individuals. A property witnesses the 

abnormality of an object if the combination of values 

the object assumes on these attributes is very 

infrequent with respect to the overall distribution of the 

attribute values in the data set, and this is measured by 

means of the so-called outliernes function. Global and 

local properties are introduced. Global properties are 

subsets of attributes explaining the given abnormality 

with respect to the entire data population. With local 

ones, instead, two subsets of attributes are singled out. 

The first subset of attributes is used to select a 

subpopulation. In particular, only the individuals 

assuming on this subset of attributes, the same value as 

the exceptional individual are selected. The second 

subset of attributes justifies the abnormality of the 

exceptional individual within the given subpopulation. 

As far as the differences with the approach are 

concerned, we note that the method proposed here is 

capable of discovering outlying properties associated 

with groups of anomalous individuals, while in only 

one single anomaly can be compared with the normal 

population. In this respect, we note moreover that an 

approach supposedly consisting in finding the outlying 

properties of each anomaly of the group separately 

from the others, and then “merging” them to obtain 

properties valid for all the individuals of the group, 

would be weaker than the approach illustrated here 

and, in most cases, would produce no significant 

information. Indeed, the distribution on the whole set 

of anomalous individuals of the attribute values 

forming the properties would often get completely lost 

when the single anomalous observations are considered 

one at a time. When the single anomalous observations 

are considered one at a time. 

 

2.4Emerging patterns and contrast sets. 

Given two subpopulations, an emerging pattern [21], 

is a set of conditions whose support in one 

subpopulation differs from its support in the other 

subpopulation. A emerging pattern C is one in 

which the growth rate, namely the ratio between the 

supports of C in the two subpopulations, is greater 

than a user-provided threshold. Several families of 

emerging patterns have been introduced in the 

literature. For example, a pattern whose growth rate is 

infinite is called jumping emerging pattern (JEP) [24]. 

Although there are some analogies between outlier 
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explanation pairs and emerging patterns/contrast sets, 

since both aim at discovering knowledge which is 

almost valid in one of the two subpopulations and 

almost invalid in the other one, relevant differences 

exist between the two kinds of knowledge. First of all, 

the form of the mined knowledge is different, since an 

explanation-property pair consists in a set of conditions 

(the explanation) and in one attribute (the property), 

while emerging patterns/contrast sets take the form of 

sets of conditions. Thus, the latter techniques do not 

single out properties characterizing differences across 

subpopulations. 

 

3.    PROPOSED SCEME 

This work aimed at providing a contribution toward the 

design of automatic methods for the discovery of 

properties characterizing a small group of outlier 

individuals as opposed to the whole population of 

“normal” individuals. In particular, we have introduced 

the concept of exceptional explanation-property pair 

and have discussed the significance of the associated 

knowledge. The innovativeness of the approach has 

been illustrated by highlighting the substantial 

differences with related techniques. 

Moreover, we have defined the concept of 

exceptionality score, which measures the badness of 

fit of the values assumed by the outliers with 

respect to the probability distribution associated 

with the values assumed by the inliers. Suitable 

exceptionality scores have been introduced for both 

numeric and categorical attributes. These scores have 

been shown, from both the analytical and the 

empirical point of view, to be effective for small 

samples, as outlier sets usually are. Thus, our method 

has been explicitly conceived to deal with rare 

subpopulations. This fact represents a peculiarity of 

the method as opposed to related approaches found 

in the literature. We have designed an algorithm, 

called EXPREX, which efficiently discovers 

exceptional explanation-property pairs. 

In particular, the empirical distribution function 

associated with the population of inliers is employed as 

reference distribution F and the population of outliers 

as the sample set. The proposed exceptionality scores 

are specifically designed for the task in hand, in which 

we compare a rare population with a large population 

of normal individuals. Also, an algorithm, called 

EXPREX, or Exceptional Property Extractor, that 

automatically singles out the exceptional properties and 

their associated explanations is presented. In order to 

make the significance of the kind of knowledge mined 

by the EXPREX algorithm clear, a real-life example 

application is briefly illustrated. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: System Architecture 

 

Here the notion of exceptional property is 

introduced and the concept of exceptionality score is 

defined, which measures the significance of a property. 

In particular, in order to single out the exceptional 

properties, a form of minimum distance estimation is 

done for evaluating the badness of fit of the values 

assumed by the outliers compared to the probability 

distribution associated with the values assumed by the 

inliers. Suitable exceptionality scores are introduced 

for both numeric and categorical attributes. These 

scores are both from the analytical and the empirical 

point of view, designed to be effective for small 

samples, as it is the case for outliers. We present an 

algorithm, called EXPREX, for efficiently discovering 

exceptional properties 

Algorithm: 

In order to solve the exceptional property discovery 

problem, the EXPREX algorithm performs, for each 

attribute p of the data set, the following  two  main 

steps: 

 Base condition generation step. A set of base 

Discovering 

Characterizations of 
Input 

datase

Anomalous Subpopulations 

Define exceptional property 

and exceptional score 

Identify the properties 

Base condition generation step 

Base conditions 

associated with 
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Attribute 

pair 

result 

Determine inliers and outliers pairs 

Discovering the character using EXPREX 
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a 

conditions is associated with each attribute 

different from p. 

 Base condition combination step. The base 

conditions associated with distinct attributes are 

combined together to discover the representing 

explanation property pairs. 

 

Next, we illustrate the two aforementioned steps. 

Base c o n d i t i o n  generation step. This step is taken 

care of by the function Generate Base Conditions. 

 

Algorithm: EXPREX algorithm                                                      

Input: the outlier dataset D
0 

the inlier dataset D
i 

the 

outlier frequency threshold σ
0
 

Output: the exceptional explanation-property pairs 

Let A be the set of attributes of D
0 

and D
i
 

Set R to ø // the set storing the exceptional explanation- 

property pairs 

For each a є A do// Base Condition Generation step  

 C = Generate Base Conditions (D ,D ,a,σ ,σ ) 

End for 

For each p є A do // Base Condition Combination 

step Let B be the whole set of conditions aє(A\{p}) C 

R=R Combine Base Conditions(D
o

, D
i
, p, B, σ

0
,σ

i
) 

End for  

return R 

 

4.    IMPLEMENTATION 

4.1 Define Exceptional Property: 

An exceptional property is an attribute 

characterizing the abnormality of the given 

anomalous group with respect to the normal data 

population. Moreover, each property can have 

associated a condition, also called explanation, whose 

aim is to single out a significant portion of the data for 

which the property is indeed characterizing 

anomalous subpopulations. 

Build a proper exceptionality score; the 

goodness-of-fit test is performed, which establishes 

if the observed frequency distribution differs from a 

reference one. The empirical distribution function 

associated with the population of inliers is assumed 

as the reference distribution. Direct application of the 

chi- square test to define a proper exceptionality 

score presents two main criticalities. In order to 

obtain accurate inference on small samples, which 

is a peculiarity of outlier populations, randomization 

test is used. 

 

4.2 Exceptional Discovery Problem with condition: 

Base condition generation step set of base conditions 

is associated with each attribute different from p. A 

set of conditions Ca, called base conditions, is 

associated with each attribute „a‟. These conditions 

are then combined during the subsequent base 

condition combination step in order to form relevant 

explanations. Thus, in order to reduce the large search 

space associated with this kind of conditions, the 

EXPREX algorithm adopts a strategy for selecting the 

relevant subsets of the overall set of conditions. 

 

4.3 Base Condition Combination step with EXPREX: 

This step is taken care of by the function Combine 

Base Conditions. It tries to combine base conditions 

associated with different attributes, and follows  an  a  

priori  like  strategy  to  find  the  set  of conditions E 

such that |D
o  

|. |D
i  

| resp  not smaller than 

Equations 

having exceptionality score greater than the threshold 

are collected and then stored in the set R which 

maintains all the Exceptional Explanation-Property 

pairs discovered so far. 

 

4.4 Performance Evaluation: 

First, some real data sets are considered, including 

both numerical and categorical domains, in order to 

assess the capability of the approach in mining 

interesting knowledge. Then, the technique is 

compared with the outlying property discovery 

technique in order to point out differences and to 

show that the approach presented here is more 

powerful in characterizing groups of outliers. 

5. CONCLUSION 

The work aimed at providing a contribution towards 

the design of automatic methods for the discovery of 

properties characterizing a small group of outlier 

individuals as opposed to the whole population of 

“normal” individuals. In particular, the concept of 

exceptional explanation-property pair has been 

introduced and has discussed the significance of the 

associated knowledge. The innovativeness of the 

approach has been illustrated by highlighting the 

substantial differences with related techniques. 

Moreover, we have defined the concept of 
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exceptionality score, which measures the badness of fit 

of the values assumed by the outliers with respect to 

the probability distribution associated with the values 

assumed by the inliers. Suitable exceptionality Scores 

have been introduced for both numeric and categorical 

attributes. These scores have been shown, from both 

the analytical and the empirical point of view, to be 

effective for small samples, as outlier sets usually are. 

Thus, the method has been explicitly conceived to deal 

with rare subpopulations. 

 

6.    FUTURE WORK: 

Online oversampling principal component analysis (os 

PCA) algorithm to address this problem and it aims 

at detecting the presence of outliers from a large 

amount of data via an online updating technique. 

Unlike prior principal component analysis (PCA)- 

based approaches, the entire data matrix or covariance 

matrix is not stored, and thus the approach is especially 

of interest in online or large-scale problems. By 

oversampling the target instance and extracting the 

principal direction of the data, the proposed osPCA 

allows us to determine the anomaly of the target 

instance according to the variation of the resulting 

dominant Eigen vector. 
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