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Abstract: Wireless sensor network is a collection of sensor nodes connected with wireless links. All the nodes 

must co-operate with each other in order to route the packets. Cooperating nodes must trust each other. In the 

wireless sensor networks every nodes sends report about the nearest node to cluster head and the cluster head 

sends report to the base station controller. So the base station controller gets overloaded and takes much time to 

find the trusted and untrusted node. Another main drawback is energy consumption. In Wireless sensor network, 

energy for every node is very important. To overcome these problems, it is proposed to introduce Trust Authority 

and energy consumption reduction approach. 
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1.    INTRODUCTION 

A Wireless Sensor Network (WSN) is usually 

composed of a large number of spatially distributed 

autonomous sensor nodes (SNs) to cooperatively 

monitor physical or environmental conditions, such as 

temperature, sound, vibration, pressure, motion or 

pollutants. [1] A SN deployed in the WSN has the 

capability to read the sensed information and transmit or 

forward information to base stations or a sink node 

through multi-hop routing. While SNs have popularly 

used for various monitoring purposes such as wild 

animals, weather, or environments for battlefield 

surveillance, they also have severely restricted 

resources such as energy, memory, and computational 

power. [2] Further, wireless environments give more 

design challenges due to inherently unreliable 

communication. A more serious issue is that nodes may 

be compromised and perform malicious attacks such as 

packet dropping or packet modifications to disrupt 

normal operations of a WSN wherein SNs usually 

perform unattended operations. [3] A large number of 

SNs deployed in the WSN also require a scalable 

algorithm for highly reconfigurable communication 

operations. In this work, we propose a hierarchical 

trust management protocol leveraging clustering to 

cope with a large number of heterogeneous SNs for 

scalability and reconfigurability, as well as to cope 

with selfish or malicious SNs for survivability and 

intrusion tolerance. [4] We address the key design 

issues of trust management including trust 

composition (i.e., what trust components are 

considered), trust aggregation (i.e., how information is 

aggregated for each trust component), and trust 

formation (i.e., how trust is formed from individual 

trust components). The scientific contributions of the 

paper are as follows: 

Unlike most existing reputation and trust 

management schemes in the literature, we consider 

not only quality of service (QoS) trust derived from 

communication networks, but also social trust derived 

from social networks to judge if a node is 

trustworthy to deal with selfish (uncooperative) or 

malicious nodes. [5] 

 Untreated in the literature, we design and validate 

a hierarchical trust management protocol that 

can dynamically learn from past experiences and 

adapt to changing environment conditions (e.g., 

increasing hostility or misbehaving node 

population) to maximize application performance 

and enhance operation agility. This is achieved by 

addressing critical issues of hierarchical trust 

management, namely, trust composition, 

aggregation, and formation. For trust composition, 

we explore novel social and QoS trust 

components. [6] For trust aggregation, we 

identify the best way to aggregate trust (direct 

vs. indirect trust evaluation) and propagate trust 

(trust data collection, dissemination and analysis) 
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for each individual trust component, and ascertain 

protocol accuracy by means of a novel model-

based analysis methodology. [7] For trust 

formation, we identify the best way to form trust 

out of social and QoS trust properties depending 

on application requirements to maximize 

application performance.[8] Dynamic trust 

management is achieved by first determining the 

best trust formation model, given a set of model 

parameters specifying the environment conditions 

(e.g., increasing hostility) and then at runtime by 

learning and adapting to changing environment 

conditions using the best trust formation model 

identified from static analysis. 

 To achieve the goals of identifying the best trust 

composition, trust aggregation and trust formation 

for WSN applications, we develop a novel model-

based analysis methodology for analyzing and 

validating protocol design. The novelty lies in the 

new design notion of objective trust derived from 

global knowledge or ground truth derived from 

the mathematical model against which subjective 

trust obtained as a result of executing the trust 

management protocol may be compared and 

validated. This requires a mathematical model 

based on Stochastic Petri Net (SPN) techniques 

and an iteration solution technique be developed to 

faithfully describe a large number of heterogeneous 

entities with a variety of QoS and social 

behaviors to yield global knowledge or ground 

truth of node status, thus providing objective trust 

against which subjective trust from protocol 

execution can be validated. The end product is a 

model-based analysis tool for evaluation of 

hierarchical trust management protocol designs 

applicable to a wide range of WSN applications,    

allowing    trust    composition,    trust aggregation, 

and trust formation designs to be incorporated, 

tested and validated. [9] 

 Untreated in the literature, we explore and validate 

a new design concept of application-level trust 

optimization in response to changing conditions 

to maximize application performance or best 

satisfy application requirements. To demonstrate 

the utility of the hierarchical trust management 

protocol, we apply it to trust-based geographic 

routing and trust- based intrusion detection. For 

the trust-based geographic routing application, we 

identify the best trust formation model to 

optimize application performance in delivery ratio 

or message delay in the presence of misbehaving 

nodes. [19] For the trust- based intrusion 

detection application, we identify the best trust 

formation model as well as the best application-

level drop-dead trust threshold below which a 

node is considered misbehaving to optimize 

application performance in false alarm 

probability. [10] 

 

2.    PRELIMINARY 

In the literature, trust has been used in WSNs for 

assessing the availability, reliability, or security 

property of a node (e.g., whether a node is malicious 

or not) based on past interaction experiences. [11] 

Ganeriwal et al. proposed a reputation-based 

framework for data integrity in WSNs. The proposed 

reputation system takes information collected by each 

node using a Watchdog mechanism (for direct 

monitoring and observations) to detect invalid data 

and uncooperative nodes.[12] Yao et al. proposed a 

parameterized and localized trust management scheme 

for WSN security, particularly for secure routing, 

where each node only maintains highly abstracted 

parameters to evaluate its neighbors. [13] Aivaloglou 

and Gritzalis proposed a hybrid trust and reputation 

management protocol for WSNs by combining 

certificate-based and behavior-based trust evaluations. 

[14] However, cited above only considered a node’s 

QoS property in trust evaluation. Also the analysis was 

conducted based on a flat WSN architecture which is 

not scalable. Liu et al. and Moraru et al. proposed 

trust management protocols and applied them to 

geographic routing in WSNs. [18] However, no 

hierarchical trust management was considered for 

managing clustered WSNs. Their work again 

evaluated trust based on QoS aspects only such as 

packet dropping and the degree of cooperativeness, 

while our work considers both QoS and social trust for 

trust evaluation of a SN. Capra et al. discussed the 

notion of human trust which could be formed from 

three sources: direct experiences, credentials and 

recommendations. [15] In particular, recommendations 

are trust information coming from other nodes in the 

social context. [16] We consider only two sources in 

our notion of trust, namely, direct experiences and 

recommendations, since it is hard for SNs with limited 
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resources to carry credentials. A significant difference 

of Capra’s work from our work is that we specifically 

consider individual QoS and social trust property, say, 

X, and devise specific trust aggregation protocols 

using direct experiences and recommendations to form 

trust property X, while Capra used the three sources of 

information to form human trust. Moreover, because 

different trust properties have their own intrinsic trust 

nature and react differently to trust decay over time, 

we identify the best way for each trust property X to 

take in direct experiences and recommendations 

information so that the assessment of trust property X 

would be the most accurate against actual status in 

trust property X. [17] Another significant difference is 

that we consider trust formation as the issue of 

forming the overall “trust” out of individual social 

and QoS trust properties, while Capra considered it as 

the issue of forming human trust out of the three 

sources of trust information. Lastly, we introduce 

new design concepts of dynamic trust management 

and application-level trust optimization in response to 

changing conditions to maximize application 

performance, and demonstrate the feasibility with trust-

based applications, by identifying the best way to 

form trust as well as use trust out of individual 

social and QoS trust properties at runtime to optimize 

application performance. Shaikh et al. proposed a 

group-based trust management scheme for clustered 

WSNs in which each SN performs peer evaluation 

based on direct observations or recommendations, 

and each cluster head (CH) evaluates other CHs as 

well as SNs under its own cluster. This work is similar 

to ours in that a hierarchical structure is employed for 

scalability. [20][21] However, trust in their case is 

assessed only based on past interaction experiences in 

message delivery, which in our case is just one 

possible trust component along with other social and 

QoS trust components comprising the overall trust 

metric. Furthermore, we address the trust formation 

issue (i.e., how a peer-to-peer trust value is formed) to 

maximize application performance. [22] Zhang et al. 

followed the same hierarchical trust architecture and 

considered multi-attribute trust values instead of just 

one as. They also considered a decay function that 

captures the changing nature of trust in trust 

calculations. [23] However, their work is theoretical in 

nature without addressing what trust attributes should 

be used (a trust composition issue), how trust is 

aggregated accurately (a  trust aggregation issue), or 

what weights should be put on trust attributes to form 

trust (a trust formation issue). On the contrary, our 

work addresses all three aspects of trust management. 

Moreover, we address protocol validation issues by 

devising a mathematical model yielding objective trust 

against which subjective trust from protocol execution 

may be compared for assessing its accuracy. Intrusion 

detection is the last defense to cope with malicious 

nodes for WSNs in which SNs can be compromised 

due to capture or virus infection. Existing work was 

mostly based on anomaly detection techniques to 

discover deviations from expected behaviors, 

including rule-based, weighted summation, data 

clustering, and Support Vector Machine (SVM). In 

rule-based anomaly detection, typically rules based on 

QoS metrics are being setup to detect suspected attack 

behaviors, e.g., if a SN does not forward a packet 

within a time limit, if a SN forwards the same packet 

multiple times without suppression, or if a packet is 

received directly from a non-neighbor SN or from a 

neighbor SN who is not supposed to send a packet 

during a particular time interval, then the SN in 

question is suspected of maliciousness.[24] When a 

SN’s “maliciousness count” exceeds a tolerance limit, 

the SN is diagnosed as compromised. The main 

drawback of rule-based anomaly detection is that it 

cannot cope with anomalies not covered by rules, thus 

leading to high false negatives when unknown 

anomalies appear. [25] In the weighted summation 

approach, each SN has a weight associated with it 

representing the trustworthiness of its sensor reading 

output. The system periodically calculates the average 

sensor reading output by taking a weighted 

summation out of all sensor reading outputs. The 

weight associated with a SN is dynamically updated 

according to the deviation of the SN’s output from 

the average output. A larger deviation results in a 

lower weight. Once the weight of a SN falls below a 

threshold, the SN is considered a malicious node. The 

main drawback of this approach is a high false 

positive probability may result. [26] In the clustering 

based approach, SNs reporting similar sensor reading 

data out of selected data features are clustered 

together. Consequently, a SN that does not belong to 

any cluster or belong to a small cluster is considered 

an outlier or a compromised SN. The effectiveness of 

this approach hinges on the accuracy of the 

underlying clustering algorithm achievable only 

through heavy learning and computation which may 
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impede its use for real time operation. In SVM-based 

anomaly detection, a kernel function is chosen to map 

the input data space into a higher dimensional space. 

The anomaly detection is formulated as a quadratic 

optimization problem to find a minimum hyper 

sphere that includes the majority of the data points 

with a certain degree of similarity. The data points 

that are outside of this hyper-sphere are considered 

anomalies. However, the challenge of using SVM- 

based intrusion detection in WSNs is the 

computational complexity of solving the optimization 

problem, thus preventing its use for real time operation. 

A general problem with anomaly detection is high 

false alarms because noises in wireless transmission 

may cause uncertainty of information, and limited 

resources may cause inability to collect accurate and 

needed information. In this paper, we develop and 

analyze trust-based intrusion detection and compare 

its performance with weighted summation and data 

clustering anomaly detection techniques. Trust-based 

intrusion detection has received much attention in the 

literature because of its elasticity against uncertainty 

and resiliency against attacks. Wang et al. proposed an 

intrusion detection mechanism based on trust for 

mobile ad  hoc networks (MANETs). They employed 

the concepts of evidence chain and trust fluctuation to 

evaluate  a node in the network, with the evidence 

chain detecting misbehaviors of a node, and the trust 

fluctuation reflecting the high variability of a node’s 

trust value over a time window. Ebinger et al. 

introduced a cooperative intrusion detection method 

also for MANETs based on trust evaluation and 

reputation   exchange.   They   split   the   reputation 

information into trust and confidence for reputation 

exchanges and then combine them into 

trustworthiness for intrusion detection. 

Theodorakopoulos et al. modeled trust evaluation as a 

path problem and used path semi ring and distance 

semi ring operators to combine opinions such that 

two nodes can establish an indirect trust relation 

without previous direct interactions. Here we note that 

most trust-based intrusion detection mechanisms 

employed for MANETs cannot be directly 

implemented in WSNs due to limited battery power 

and resources in SNs. In this paper, we propose 

hierarchical trust management leveraging clustering to 

implement light-weight trust-based intrusion detection 

for WSNs. To the best of our knowledge, our work 

is the first to use trust to implement intrusion 

detection functionality and evaluate its effectiveness 

for clustered WSNs. This work extends from our 

preliminary work which considered hierarchical trust 

management for WSNs and its application to trust-

based routing, and which considered its application 

to trust-based intrusion detection. The protocol design 

is extended with new design concepts of (a) trust 

aggregation protocol accuracy, i.e., identifying and 

validating the best trust aggregation and propagation 

protocol setting for each individual trust property X 

such that subjective trust obtained as a result of 

protocol execution is close to objective trust or ground 

truth; (b) dynamic trust management, i.e., identifying 

and validating the best way to form trust out of QoS 

and social trust properties dynamically (in terms of 

the best weights used for trust properties) in response 

to changing conditions such as increasing hostility to 

maximize application performance; and (c) 

application-level trust optimization, i.e., identifying the 

best way to use trust for application performance 

optimization. 

 

3.    LITERATURE SURVEY 

A novel routing protocol for wireless datagram 

networks that uses the positions of routers and a 

packet’s destination to make packet forwarding 

decisions. [27] GPSR makes greedy forwarding 

decisions using only information about a router’s 

immediate neighbors in the network topology. When a 

packet reaches a region where greedy forwarding is 

impossible, the algorithm recovers by routing around 

the perimeter  of the region. By keeping state only 

about the local topology, GPSR scales better in per- 

router state than shortest-path and ad-hoc routing 

protocols as the number of network destinations 

increases. Under mobility’s frequent topology changes, 

GPSR can use local topology information to find 

correct new routes quickly. We describe the GPSR 

protocol, and use extensive simulation of mobile 

wireless networks to compare its performance with that 

of Dynamic Source Routing. Our simulations 

demonstrate GPSR’s scalability on densely deployed 

wireless networks. 

Wireless sensor networks are characterized by the 

distributed nature of their operation and the resource 

constraints on the nodes. Trust management schemes 

that are targeted at sensor networks need to be 

lightweight in terms of computational and 

communication requirements, yet powerful in terms 
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of flexibility in managing trust between nodes of 

heterogeneous deployments. In this paper, we propose 

a trust management model that can uniformly 

support the needs of nodes with highly diverse 

network roles and capabilities, by exploiting the pre 

deployment knowledge on the network topology and 

the information flows, and by allowing for flexibility 

in the trust establishment process. The model is 

hybrid, combining aspects from certificate- based and 

behavior-based approaches on trust establishment on 

common evaluation processes and metrics. It enables 

controlled trust evolution based on network pre-

configuration, and controlled trust revocation through 

the propagation of behavior evaluation results made 

available by supervision networks. The proposed 

model and trust metrics have been validated through 

simulation. The results and analysis demonstrate its 

effectiveness in managing the trust relationships 

between nodes and clusters, while distributing the 

computational cost of trust evaluation operations. 

[26][27] 

Mobile Ad Hoc Network (MANETs) is a 

Collection of mobile nodes connected with wireless 

links. MANET has no fixed topology as the nodes are 

moving constantly form one place to another place. 

All the nodes must co-operate with each other in order 

to route the packets. Cooperating nodes must trust 

each other. In defining and managing trust in a 

military MANET, we must consider the interactions 

between the composite cognitive, social, information 

and communication networks, and take into account 

the severe resource constraints (e.g., computing power, 

energy, bandwidth, time), and dynamics (e.g., topology 

changes, mobility, node failure, propagation channel 

conditions). Therefore trust is important word which 

affects the performance of MANET. There are several 

protocols proposed based on the trust. This paper is a 

survey of trust based protocols and it proposes some 

new techniques on trust management in MANETs. 

Message delivery in sparse mobile ad hoc 

networks (MANETs) is difficult due to the fact that 

the network graph is rarely (if ever) connected. A 

key challenge is to find a route that can provide 

good delivery performance and low end-to-end delay 

in a disconnected network graph where nodes may 

move freely. We cast this challenge as an information 

flow problem in a social network. This paper presents 

social network analysis metrics that may be used to 

support a novel and practical forwarding solution to 

provide efficient message delivery in disconnected 

delay-tolerant MANETs. These metrics are based on 

social analysis of a node’s past interactions and 

consists of three locally evaluated components: a 

node’s “betweenness” centrality (calculated using ego 

networks), a node’s social “similarity” to the 

destination node, and a node’s tie strength relationship 

with the destination node. We present simulations 

using three real trace data sets to demonstrate that by 

combining these metrics delivery performance may be 

achieved. Close to Epidemic Routing but with 

significantly reduced overhead. Additionally, we show 

improved performance when compared to PRoPHET 

Routing. [28] 

The traditional approach of providing network 

security has been to borrow tools from cryptography 

and authentication. However, we argue that the 

conventional view of security based on cryptography 

alone is not sufficient for the unique characteristics 

and novel misbehaviors encountered in sensor 

networks. Fundamental to this is the observation that 

cryptography cannot prevent malicious or non-

malicious insertion of data from internal adversaries or 

faulty nodes. We believe that in general tools from 

different domains such as economics, statistics and 

data analysis will have to be combined with 

cryptography for the development of trustworthy    

sensor     networks.     Following    this approach, we 

propose a reputation-based framework for sensor 

networks where nodes maintain reputation for other 

nodes and use it to evaluate their trustworthiness. We 

will show that this framework provides a scalable, 

diverse and a generalized approach for countering all 

types of misbehavior resulting from malicious and 

faulty nodes. [29][30] We are currently developing a 

system within this framework where we employ a 

Bayesian formulation, specifically a beta reputation 

system, for reputation representation, updates and 

integration. We will explain the reasoning behind our 

design choices, analyzing their pros & cons. We 

conclude the paper by verifying the efficacy of this 

system through some preliminary simulation results. 

[29] 

 

4.    EXPERIMENTAL IMPLEMENTATION 

4 . 1  Process of wireless sensor network deployment 

and clustering. 

This module contains details about network 
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deployment and sensor node clustering process. 

Initially the Base station controller (BSC) is 

connected to Trusted Authority. The BSC clusters n 

number of nodes based on the distance. Then sent 

one request message to all nodes and receive 

acknowledgement, then assigns cluster head as per 

the energy and time and sent message to all node as 

the particular node is Cluster head, also to that 

particular node. Then that CH distributes message as “I 

am your cluster head” to all node and receive 

acknowledgement message and store their id. Also 

The BSC informs to TA. 

 

4.2 Source node routing process 

Initially All wireless sensor node (Except Cluster Head) 

will be in offline mode in particular time, comes to 

online node and sense the readings. Then overhear 

whether all nearest node is in online mode, and sent 

wake up message to offline node. Then sent request 

message to all nearest node and receive reply 

message. The sender node select best node based on 

response time and sends the sensed information to 

selected node. Same as the received node sent 

information to next node. Finally its  CH receives  the  

readings.  Then  the  CH sends request to nearest CH 

and select best CH, then forward to BSC through the 

selected CH. 

 

4.3 CH node reports and compromised node 

detection process 

Every CH gains experience by transmitting messages 

to another CH or Base station controller, based on 

the intimacy, honesty, energy, unselfishness every 

Cluster Head sends report of its peer node to Trust 

Authority via directly or other Cluster Head. The TA 

receives information from all CH. After receiving 

information find average for all nodes, and determine 

whether that value is less than  the threshold value or 

not. 

 

 

 

4.4 Token offer and next CH selection process 

If the value is less than the threshold value then that 

node is considered as compromised node and 

informs to all node, offer token to compromised node 

to consider as compromised Cluster head. The TA 

removes the node from CH position and finds new 

cluster head based on the energy as well as response 

and informs to all nodes. 

 

5.    CONCLUSION 

This project implemented a trust management based 

method for energy-reduction in sensor networks. The 

proposed method is the DiSH protocol, which a new 

cooperative approach to designing  multichannel MAC 

protocols. It aids nodes in their decision making 

processes by compensating for their missing 

information via information sharing through 

neighboring nodes. This approach was recently shown 

to significantly boost the throughput of multichannel 

MAC protocols. 
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