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Abstract: Currently, the amount of sensitive data produced by many organizations is outpacing their storage ability. 

The management of such huge amount of data is quite expensive due to the requirements of high storage capacity 

and qualified personnel. Storage-as-a-Service (SaaS) offered by cloud service providers (CSPs) isa paid facility that 

enables organizations to outsource their data to be stored on remote servers. Thus, SaaS reduces the maintenance 

cost and mitigates the burden of large local data storage at the organization’s end. A data owner pays for a desired 

level of security and must get some compensation in case of any misbehavior committed by the CSP. On the other 

hand, the CSP needs a protection from any false accusation that may be claimed by the owner to get illegal 

compensations. In this paper, we propose a cloud-based storage scheme that allows the data owner to benefit from 

the facilities offered by the CSP and enables indirect mutual trust between them. The proposed scheme has four 

important features: (i) it allows the owner to outsource sensitive data to a CSP, and perform full block-level dynamic 

operations on the outsourced data, i.e., block modification, insertion, deletion, and append, (ii) it ensures that 

authorized users (i.e., those who have the right to access the owner’s file) receive the latest version outsourced data, 

(iii) it enables indirect mutual trust between the owner and the CSP, and (iv) it allows the owner to grant or revoke 

access to the outsourced data. We discuss the security issues of the proposed scheme. Besides, we justify its 

performance through theoretical analysis and experimental evaluation of storage, communication, and computation 

overheads 
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1.   INTRODUCTION 

Cloud computing has received considerable attention 

from both academia and industry due to a number of 

important advantages including: cost effectiveness, low 

management overhead, immediate access to a wide 

range of applications, flexibility to scale up and down 

information technology (IT) capacity, and mobility 

where customers can access information wherever they 

are, rather than having to remain at their desks. Cloud 

computing is a distributed computational model over a 

large pool of shared-virtualized computing resources 

(e.g., storage, processing power, memory, applications, 

services, and network bandwidth). 

Cloud service providers (CSPs) offer different 

classes of services (Storage-as-a-Service (SaaS), 

Application-as-a-Service, and Platform-as-a-Service) 

that allow organizations to concentrate on their core 

business and leave the IT operations to experts.In the 

current era of digital world, different organizations 

produce a large amount of sensitive data including 

personal information, electronic health records, and 

financial data. The amount of digital data for verifying 

data integrity over cloud servers, researchers have 

proposed provable data possession (PDP) technique to 

validate the intactness of data stored on remote sites. A 

number of PDP protocols have been presented to 

efficiently validate the integrity of static data, . Another 

class of PDP schemes was concerned with the dynamic 

behavior of data over remote servers This class allows 

the owner to outsource a data file and perform updating 

or scaling operations on the outsourced data. Later, a 

verifier validates that the remote servers keep the data 

intact and compatible with the dynamic requests issued 

by the owner. A complementary line of research on 

PDP has focused on multiple data copies stored over 

different servers. Proof of retrievability (POR) was 

introduced as a stronger technique than PDP in the 

sense that the entire data file can be reconstructed from 

portions of the data that are reliably stored on the 

servers. Commonly, traditional access control 

techniques assume the existence of the data owner and 

the storage servers in the same trust domain. This 
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assumption, however, no longer holds when the data is 

outsourced to a remote CSP, which takes the full charge 

of the outsourced data management, and resides outside 

the trust domain of the data owner. A feasible solution 

can be presented to enable the owner to enforce access 

control of the data stored on a remote untrusted CSP.  

Through this solution, the data is encrypted under a 

certain key, which is shared only with the authorized 

users. The unauthorized users, including the CSP, are 

unable to access the data since they do not have the 

decryption key. This general solution has been widely 

incorporated into existing schemes which aim at 

providing data storage security on untrusted remote 

servers. Another class of solutions utilizes attribute-

based encryption (ABE) to achieve fine-grained access 

control. ABE is a public key cryptosystem for one-to-

many communications that enables fine-grained sharing 

of encrypted data. The ABE associates the ciphertext 

with a set of attributes, and the private key with an 

access structure (policy). The ciphertext is decrypted if 

and only if the associated attributes satisfy the access 

structure of the private key. Access revocation in ABE-

based systems is an issue since each attribute is 

conceivably shared by many users. Examples of ABE-

based systems for achieving access control of remotely 

stored data are Different approaches have been 

investigated that encourage the owner to outsource the 

data, and offer some sort of guarantee related to the 

confidentiality, integrity, and access control of the 

outsourced data. These approaches can prevent and 

detect (with high probability) malicious actions from 

the CSP side. On the other hand, the CSP needs to be 

safeguarded from a dishonest owner, who attempts to 

get illegal compensations by falsely claiming data 

corruption over cloud servers. This concern, if not 

properly handled, can cause the CSP to go out of 

business. In this work, we propose a scheme that 

addresses some important issues related to outsourcing 

the storage of data, namely data dynamic, newness, 

mutual trust, and access control. One of the core design 

principles of data outsourcing is to provide dynamic 

scalability of data for various applications. This means 

that the remotely stored data can be not only accessed 

by authorized users, but also updated and scaled by the 

owner. After updating, the authorized users should 

receive the latest version of the data (newness 

property), i.e., a technique is required to detect whether 

the received data is stale. This issue is crucial for 

applications in which critical decisions are taken based 

on the received data. A mechanism is introduced to 

determine the dishonest party, i.e., misbehavior from 

any side is detected The construction presented in is 

called keypolicy ABE (KP-ABE), which contrasts with 

another construction called ciphertext-policy ABE (CP-

ABE) In the CP-ABE, an access structure is associated 

with the ciphertext, and a set of attributes is associated 

with the private key and the responsible party is 

identified. Last but not least, the access control is 

considered, which allows the data owner to grant or 

revoke access rights to the outsourced data. 

 

 Data dynamic operations on the outsourced 

Data. 

The dynamic operations in the proposed scheme are 

performed at the block level via a request 

 Modification:  

Data modification is one of the most frequently used 

dynamic operations in the outsourced data. during block 

modification. The owner uses the technique of one-

sender-multiple-receiver (OSMR) transmission to send 

the modify request to both the CSP and the TTP. The 

TTP updates the combined hash value 

 Insertion:  

In a block insertion operation, the owner wants to insert 

a new block _b after index the block insertion operation 

changes the logical structure of the file, while block 

modification does not. 

 Append:  

Block appends operation means adding a new block at 

the end of the outsourced data. It can simply be 

implemented via insert operation after the last block of 

the data file. 

 Deletion:  

Block deletion operation is the opposite of the insertion 

operation. When one block is deleted all subsequent 

blocks are moved one step forward. Fig. 5 describes the 

steps performed 

 

 Data Access and Cheating Detection 

From the CSP, and presents how authorized users get 

access to the outsourced file. An authorized user sends 

a data-access request to both the CSP and the TTP to 

access the outsourced 

 

2.   RELATED WORK 

Existing research close to our work can be found in the 

areas of integrity verification of outsourced data, 



ISSN: 2347-971X (online)                                                                                                          International Journal of Innovations in Scientific and  
ISSN: 2347-9728(print)                                                                                                                                                 Engineering Research (IJISER)                                                            

 

www.ijiser.com                                                                                         133                                                                        Vol 1 Issue 3 MAR 2014/104 

 

cryptographic file systems in distributed networks, and 

access control of outsourced data. Different variations 

of PDP protocols have been presented for static or 

warehoused data; for example, see. Some other PDP 

schemes consider the case of dynamic data that are 

usually more prevailing in practical applications. 

Examples of PDP schemes that dealwith dynamic data 

are . While the schemes are for asingle copy of a data 

file, PDP schemes have been presented for multiple 

copies of static data, e.g., . Reference addresses a PDP 

construction for multiplecopies of dynamic data. Proof 

of retrievability (POR)is a complementary approach to 

PDP, and is stronger than PDP in the sense that the 

entire 

 

Figure1. System Architecture 

3.   OUR SYSTEM AND ASSUMPTIONS 

3.1 System components and relations. The cloud 

computing storage model considered in this work 

consists of four main components as illustrated in Fig. 

1: (i) a data owner that can be an organization 

generating sensitive data to be stored in the cloud and 

made available for controlled external use; (ii) a CSP 

who manages cloud servers and provides paid storage 

space on its infrastructure to store the owner’s files and 

make them available for authorized users; (iii) 

authorized users – a set of owner’s clients who have the 

right to access the remote data; and (iv) a trusted third 

party (TTP), an entity who is trusted by all other system 

components, and has expertise and capabilities to detect 

and specify dishonest parties. the relations between 

different system components are represented by double-

sided arrows, where solid and dashed arrows represent 

trust and distrust relations, respectively. Owner, the 

authorized users, and the CSP trust the TTP. On the 

other hand, the data owner and the authorized users 

have mutual distrust relations with the CSP. Thus, the 

TTP is used to enable indirect mutual trust between 

these three components. There is a direct trust relation 

between the data owner and the authorized users. The 

storage model used in this work can be adopted by 

many practical applications. For example, e-Health 

applications can be envisioned by this model, where the 

patients’ database that contains large and sensitive 

information can be stored on cloud servers. In these 

types of applications, a medical center can be 

considered as the data owner, physics 

 

4.   SYSTEM PRELIMINARIES 

4.1 Lazy Revocation 

The proposed scheme in this work allows the data 

owner to revoke the right of some users for accessing 

the outsourced data. In lazy revocation, it is acceptable 

for revoked users to read (decrypt) unmodified data 

blocks. However, updated or new blocks must not be 

accessed by such revoked users. 

The notation of lazy revocation was first 

introduced in [41]. The idea is that allowing revoked 

users to read unchanged data blocks is not a significant 

loss in security. 

This is equivalent to accessing the blocks from 

cashed copies. Updated or new blocks following are 

vocations are encrypted under new keys. Lazy 

revocation trades re-encryption and data access cost for 

a degree of security. However, it causes fragmentation 

of encryption keys. 

 

4.2 Security requirements. 

 Confidentiality: outsourced data must be protected 

from the TTP, the CSP, and users that are not granted 

access. Integrity: outsourced data is required to remain 

intact on cloud servers. The data owner and authorized 

users must be enabled to recognize data corruption over 

the CSP side. Newness: receiving the most recent 

version of the outsourced data file is an imperative 

requirement of based storage systems. There must be a 

detection mechanism if the CSP ignores any data-

update requests issued by the owner. Access control: 

only authorized users are allowed to access the 

outsourced the proposed scheme in this work addresses 

important issues related to outsourcing data storage: 

data dynamic, newness, mutual trust, and access 

control. The owner is allowed to update and scale the 

outsourced data file. Validating such dynamic data and 

its newness property requires the knowledge of some 

metadata that reflects the most recent modifications 

issued by the owner. Moreover, it requires the 

awareness of block indices to guarantee that the CSP 
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has inserted, added, or deleted the blocks at the 

requested positions. To this end, the proposed scheme is 

based on using combined hash values and small data 

structure, which we call block status table (BST). The 

TTP establishes the mutual trust among different 

system components in an indirect way. For enforcing 

access control of the outsourced data, the proposed 

scheme utilizes and combines three cryptographic 

techniques: bENC, lazy revocation, and key rotation. 

The bENC enables a data owner to encrypt some secret 

information to only authorized users allowing them to 

access the outsourced data file. Through lazy 

revocation, revoked users can read unmodified data 

blocks, while updated/new blocks are encrypted under 

new keys generated from the secret information 

broadcast to the authorized users. Using key rotation, 

the authorized users are able to access both 

updated/new blocks and unmodified ones that are 

encrypted under older versions of the current key. 

blocks. CSP’s defense: the CSP must be safeguarded 

against false accusations that may be claimed by 

dishonest owner/users, and such a malicious behavior is 

required to be revealed. Combining the confidentiality, 

integrity, newness, access control, and CSP’s defense 

properties in the proposed scheme enables the mutual 

trust between the data owner and the CSP. Thus, the 

owner can benefit from 

 

5.    CONCLUSION 

Outsourcing data to remote servers has become a 

growing trend for many organizations to alleviate the 

burden of local data storage and maintenance. In this 

work we have studied different aspects of outsourcing 

data storage: block-level data dynamic, newness, 

mutual trust, and access ians as the authorized users 

who have the right to access the patients’ medical 

history, and an independent-trusted organization as the 

TTP. 
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