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Abstract: Wireless sensor networks are frequently conveyed in antagonistic situations, where an enemy can 

physically catch a portion of the nodes. When a node is caught, the aggressor can re-program it and replicate the 

node in countless, in this manner effectively assuming control over the network. The detection of node replication 

attacks in a wireless sensor network is accordingly an essential issue. Contrasted with the far reaching investigation 

on the resistance against node replication attacks in static networks, just a couple of results in mobile networks have 

been exhibited. Moreover, while a large portion of the existing plans in static networks depend on the witness-

discovering strategy, which can't be connected to versatile networks, the speed surpassing methodology utilized as a 

part of existing plans in portable networks brings about productivity and security issues. In this paper Limited 

algorithms are proposed to oppose node replication attacks in mobile sensor networks. The Benefits of proposed 

algorithms are, it can viably detect the node replication in localized way. These algorithms are, likewise keep away 

from far reaching synchronization and extensive disavowal.  
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1. INTRODUCTION  

Sensor networks and sensor nodes have been showed to 

be convenient in requisitions, for example, environment 

screening and item following. As sensor networks could 

be sent in an antagonistic locale to perform critical 

missions, the sensor networks are unattended and the 

sensor nodes ordinarily are not furnished with alter safe 

fittings. This permits a circumstance where the enemy 

can bargain one sensor node, manufacture numerous 

imitations having the same personality (ID) from the 

captured node, and spot these imitations go into vital 

positions in the network for further malicious exercises.  

This is a purported node replication attack. Since the 

accreditations of imitations are all clones of the 

captured nodes, the copies might be recognized as 

authentic parts of the network, making detection 

challenging. From the security perspective, the node 

replication attack is to a great degree unsafe to networks 

since imitations, having keys, can without 
 much of a stretch launch insider attacks, without 

effectively being detected. 

 

 

 

 

Figure 1: Replication attack 

As of late, because of developments in obotics, mobile 

sensor net-works have gotten practical and material. 

Nevertheless, although the issue of node replication 

detection in static net-works has been widely studied, 

only a couple of plans have been proposed for mobile 

sensor networks. Indeed worse, as showed in, the 

strategies utilized as a part of detecting replicas in static 
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environments are not handy in recognizing replicas in 

mobile environments.  

With the attention of nodes' versatility and the 

conveyed nature of sensor networks, it is alluring, 

however exceptionally testing, to have productive and 

viable circulated algorithms for detecting replicas in 

mobile sensor networks. 

 

2. RELATED WORK  

Based on the presumption that a sensor node, when 

endeavoring to join the network, must broadcast a 

marked area case to its neighbors, most of the existing 

dispersed detection protocols[4],adopt he witness-

discovering system to detect the replicas. In particular, 

the general strategy of applying wit-ness finding to 

detect the replicas could be expressed as takes after. In 

the wake of gathering the marked area 

claim(v,L(v),sig(L(v))) for each one neighbor v of the 

node u, where L(v)and sig(.) indicate the area of v and 

the digital signature capacity ,respectively, u sends the 

marked area cases to an appropriately chose subset of 

nodes, which are witnesses. The point when there are 

replicas in the network, the witnesses, according to the 

gained area claims, have plausibility to discover a node 

ID with two removed locations, which infers that the 

node ID is, no doubt utilized by replicas. Thereafter, the 

detected replicas could be rejected utilizing, for 

instance, all inclusive renouncement. The detection 

algorithms proposed in [4], all have a place with this 

classification. For instance, RM and LSM, were ace 

postured into focus the witnesses randomly. the 

distinction between RM and LSM is that the witness 

nodes that discover the clashing area in the previous are 

principally influenced by the amount of witness nodes 

and the ones in the recent are essential influenced by 

the sending hints of area cases. SDC and PMPC might 

be considered the cell versions of RM and LSM.  

The preparatory form of this paper exhibits the initially 

disseminated detection algorithm for mobile networks 

dependent upon a straightforward test and-reaction 

methodology. By and by, its detection viability is 

vulnerable to the collusive replicas. Thus, propose 

misuse of the portability example to detect the collusive 

replicas. Unfortunately, their space prerequisite is 

directly subject to the network size andis not scalable. 

Ho et al.[10]propose an incorporated detection 

algorithm for mobile sensor networks utilizing 

Consecutive Likelihood Degree Test (SPRT). 

Instinctively, by having every node send the area of 

each one experienced node, the base station can check 

if there is a node showing up at two inaccessible areas 

with a speed surpassing as far as possible. Assuming 

that such a node exists, it is quite prone to be a replica. 

Nevertheless, practically there could be a few errors in 

the node speed estimation, prompting either false 

positives or false negatives. To keep away from the 

above false judgment, the strategy in [10] checks if the 

assessed rate of a particular node can infer that is a 

replica with the support of sprt. essentially, sprt is a 

particular consecutive theory test with invalid and 

elective speculations. The motivation behind SPRT is to 

figure out which theory ought to be acknowledged with 

the attention of a grouping of perceptions. On account 

of replica detection, null and elective speculations 

compare to “the node is not a replica" and "the node is a 

replica," respectively. The BS utilizing SPRT 

consistently accepts a stream of the assessed rates of a 

particular node. based on the choice standard of SPRT, 

the BS can settle on a correct choice on if the node 

under thought is a replica despite the fact that a portion 

of the measured velocities are erroneous. The adequacy 

of the technique in [10],however, depends on the 

inclusion of the base station ,easily acquiring the issues 

of single point disappointment and quick en-ergy 

exhaustion of the sensor nodes around the base station. 

2.1 Challenges in Detecting Replicas in Mobile 

Environments  

The witness-discovering methodology abuses the way 

that one sensor node can't show up at distinctive 

showing up at diverse areas at distinctive times, so the 

above plans can't be specifically connected to mobile 

sensor networks. Slight adjustment of these plans could 

be accommodating for relevance to mobile sensor 

networks. For instance, the witness-discovering 

technique can acclimate to mobile situations if a 

timestamp is connected with every area claim. 

Nevertheless, accurate time synchronization around all 

the nodes in the network is essential. Additionally, 

when witness-discovering is connected to mobile sensor 

networks, routing the message to the witnesses acquires 

significantly higher communication cost.  

In the wake of distinguishing the replicas, a message 

used to renounce the replicas, potentially issued by the 

base station or the witness that detects the replicas, is 

generally overflowed all around the network. 
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 Nevertheless, network-wide broadcast is profoundly 

vigor expending and, therefore, should be escaped in 

the protocol plan. Time synchronization is needed by 

almost all detection algorithms [4], [10]. Nevertheless, 

it is still a testing undertaking to synchronize the time 

of nodes in the network, even however detached time 

synchronization is sufficient for the detection reason. 

Hence, as we realize that time synchronization 

algorithms as of now need to be performed 

intermittently to synchronize the time of every node in 

the network, thereby acquiring colossal overhead, it 

might be attractive to uproot this prerequisite.  

Witness-discovering could be ordered as a technique of 

helpful detection; sensor nodes work together in certain 

approaches to figure out which ones are the replicas. In 

this regard, the viable ness of witness-discovering could 

be lessened when countless nodes have been 

compromised, because the traded off nodes can obstruct 

the message issued by the nodes close to the replicas. 

Subsequently, the witness nodes can't uncover the 

presence of replicas. To adapt to this issue, localized 

algorithms could upgrade the flexibility against node 

bargain. Regardless of the viability in detecting 

replicas, the greater part of the plans receiving witness-

discovering have the regular burden that the detection 

period can't be dead set. In other words, the replica 

detection algorithm might be triggered to recognize the 

replicas just after the network oddity has been 

recognized by the network organizer. Subsequently, a 

detection algorithm that can just immediately detect the 

replica is attractive.  

Since the existing algorithms are based a few other 

requirements, we have found that the normal 

shortcoming of the existing protocols in detecting node 

replication attacks is that a lot of communication 

expense is still unavoidable. 

 

3.    CONTRIBUTION  

To detect the node replicas in mobile sensor networks, 

two localized algorithms, XED and EDD, are proposed. 

The methods created in our solutions, challenge-and-

reaction and experience number, are essentially not the 

same as the others. Our algorithms own the 

accompanying focal points.  

 

3.1 Localized Detection: XED and EDD can oppose 

hub replication attacks in a confined manner. Note that, 

compared to the distributed algorithm, which just 

obliges that nodes perform the errand without the 

intercession of the base station; the localized algorithm 

is a specific kind of distributed algorithm. Every node 

in the localized algorithm can correspond with just its 

one-jump neighbors. This trademark is supportive in 

diminishing the communication overhead essentially 

and upgrading the strength against node bargain. 

  

3.2 Efficiency and Effectiveness: The XED and EDD 

algorithms can distinguish replicas with high detection 

accuracy .notably, the storage, communication, and 

computation overhead of EDD are all only O(1).  

 

3.3 Network-Wide Revocation Avoidance: The 

renouncement of the replicas could be performed by 

every node without flooding the whole network with 

the denial messages.  

 

3.4 Time Synchronization Avoidance: The time of 

nodes in the network does not have to be synchronized. 

 

4.    SYSTEM MODEL  

4.1 Network Model  

Accept that the sensor network consists of sensor nodes 

with Ids,{1,… n}The communication is thought to be 

symmetric. In addition, each node is accepted to 

occasionally broadcast a signal holding its ID to its 

neighbors. This is typically needed in different 

applications, for sample, object tracking. the time is 

isolated into time intervals, each of which has the same 

length T .Nonetheless, the time around sensor nodes 

does not have to be synchronized. The sensor nodes 

have mobility and move consistent with the Random 

Way Point (RWP) model which is usually utilized 

within modeling the mobility of adhoc and sensor 

networks. Every node is thought to have the ability to 

be mindful of its geographic position. In this model, 

each node arbitrarily picks a destination point 

(waypoint) in the sensing field, and moves to it with 

speed randomly chosen from a predefined interval [v 

min, v max]. In the wake of arriving at the destination 

point, the node remains static for a random time and 

afterward begins moving again as per the same tenet. 

To streamline the analysis, we expect every node has d 

neighbors on normal for every move. Finally, we take 

after the accepted supposition in earlier works that the 

network uses a personality based public key system so 
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signature era and check are practical. In general, the 

models utilized within this paper are the same as the 

ones in earlier meets expectations.  

 

4.2 Security Model  

In our methods, sensor nodes are not alter resistant. In 

other words, the comparing security credentials might 

be entered after sensor nodes are physically bargained. 

Sensor nodes could be traded off by the foe promptly 

after sensor deployment. The enemy has the greater part 

of the authentic qualifications from the bargained 

nodes. After that, the enemy conveys two or more 

nodes with the same Id;i.e.,replicas, into the net-work. 

Replicas can speak and collude with one another so as 

to evade replica detection in EDD .For example; 

replicas can impart their accreditations and can 

specifically be noiseless for a certain time if needed 

after the collusion. Owing to the utilization of the 

digital signature function, the replicas can't make 

another ID as the nodes being not traded off some time 

recently, since it is excessively troublesome for the foe 

to have the comparing security credentials. Since the 

center of this paper is on the node replication attack, 

despite numerous security issues on sensor networks, 

for example, key management ,replay attack ,worm 

hole attack[9],sybil attacks-cure query,etc.,we accept 

that they might be decently took care of. 

5.    PROPOSED METHOD 

In this section, our proposed algorithms, extremely 

Efficient Detection (XED) and Efficient Distributed 

Detection (EDD), for replica detection in mobile 

networks 

  

5.1 XED  

The thought behind XED is spurred by the perception 

that, if a sensor node u meets an alternate sensor node v 

at a prior time and u sends an arbitrary number to v at 

that time, then, when u and v meet again, u can learn if 

this is the node met before by asking for the irregular 

number. Note that, in Xed, we expect that the replicas 

can't plot with one another yet this suspicion will be 

uprooted in our next result. Moreover, the greater part 

of the traded messages ought to be marked un-less 

particularly noted. Specifically, the XED plan is made 

out of two steps: a disconnected from the net step and 

an online step. The previous is executed before sensor 

deployment while the last is executed by every node 

after deployment.  

 

Offline Step. A security parameter b and a 

cryptographic hash function h() are stored in each node. 

Additionally, two arrays Lr(u),and Ls(u) ,of length n 

,which keep the gained random numbers and the 

materials used to check the realness of accepted random 

numbers, respectively, along with a set B(u) rep- 

resenting the nodes having been blacklisted by u ,are 

archived in every node u . Lr(u), and Ls(u) are instated 

to be zero-vectors is introduced to be void.  

Online step: In the event that u experiences v for the 

first time , u randomly produce α €[1,2b-1],computes 

h(α),sends h(α), to v,and saves Ls(u)[v]= α.note that it 

experiences v for first time if Ls(u)[v]=0.  

The same strategy petitioned node v.the pseudo 

code of the online venture of XED could be found in 

fig1. 

 

Figure 2: Online step of the XED scheme 

 

Note that B(u) could be distinctive for diverse nodes. 

This could be attributed to the way that every node 

detects the replica without anyone else present and will 

detect the replica at diverse time. Nonetheless, we can 

guarantee that the replica will be blacklisted by all 

nodes eventually 
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5.2 EDD  

Algorithmic Description of EDD:  

The thought behind EDD is inspired by the 

accompanying perceptions. The maximum number of 

times Y1,that node u encounters a particular node V, 

should be restricted with high likelihood during an 

altered time of time, while the minimum number of 

times Y2 that encounters replica with same ID v, should 

be bigger than a limit during the same time of time. As 

per these perceptions, if every node can segregate 

between these two cases, it can recognize the replicas. 

different from XED, EDD expects that the replicas can 

collude with every other.in addition, all of the traded 

messages ought to be marked unless particularly noted.  

Especially, the EDD plan is made out of two steps: a 

disconnected from the net step and an online step. the 

logged off step is performed before sensor deployment. 

The objective is to figure the parameters, incorporating 

the length T of the time interim and the edge utilized for 

segregation between the authentic nodes and the 

replicas. Then again, the online step will be performed 

by every node at each one move.  

 

Offline Step.  

The logged off venture of EDD is demonstrated in 

Fig.2.the show L(u) of length n1,s1 is used to store the 

number of encounters with each other node in a given 

time interval, while set B(u) holds the Ids having been 

recognized by u as replica. Let u1 and u2 be the normal 

number of experiences with the real nodes and replicas, 

separately .Let σ 1and σ2.  

Here, an intrinsic presumption for the computation of 

Y1 and Y2 (in fig2) is that the irregular variables 

representing the amount of experiences with genuine 

nodes and replicas are Gaussian conveyed. 

Note that, in a couple of cases, the setting of 

Y1>y2 is agreeable since the network coordinator may 

need to make a tradeoff between the detection time and 

detection accuracy  

 

Online Step: The online step of the EDD plan is 

indicated in Fig. 4. Every node generally maintains a 

counter t to record the slipped by time after the start of 

each one time interval .After time T units is reached i.e. 

t>T. 

 

 

 

 

Figure 3: Offline step of the EDD scheme 

 

Figure 4: Online step of the EDD scheme 

At last, since the adequacy of EDD depends on the way 

that every node dependably and intermittently 

broadcasts its ID, a method called specific hush could 

be taken by the replicas to trade off the identification 

ability of EDD.  

Both methodologies have the ability to hold chose 

quiet. They contrast as in the uninvolved methodology 

is simply limited and takes moderately more of a 

chance to discover the replica with chose quiet, while 

the animated methodology requires the collaboration 

around sensor nodes however can instantly detect the 

replica with chose hush. 
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6.    CONCLUSION  

Two replica detection algorithms, are proposed for 

mobile sensor networks, XED and EDD, although XED 

is not flexible against collusive replicas, its detection 

framework, challenge-and-response,is acknowledged 

novel as contrasted and the existing algorithm. Not 

quite the same as XED,EDD can flexible against 

collusive replicas, its detection structure , so it can 

accomplishes interesting qualities, incorporating broad 

time synchronization shirking and expansive 

renouncement evasion, in the detection of node 

replication attacks. 
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