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Abstract: Replica allocation over mobile ad-hoc network is a crucial problem. In MANTEs, network partition 

occurs between mobile nodes due to mobility and resource constraints. Performance degradation of MANETs can be 

reduced by proper replica allocation. Mobile nodes share their memory space for allocating data replication. Under 

such cases, some mobile nodes may selfishly decide only to cooperate partially, or not at all, with other nodes. 

Selfish nodes reduce the data accessibility and availability. This work carried out to identify the partial and full 

selfish nodes. Selfish node detection algorithm is proposed in this paper. Also proper data replication from server is 

done among the mobile nodes. This enhances the network performance by providing quick data availability to the 

user and reducing the communication cost.  
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1. INTRODUCTION  

In MANETs (Mobile Ad Hoc Networks) have pulled in 

a great deal of consideration because of the adoration of 

portable gadgets and the developments in wireless 

correspondence innovations. Every node in a MANET 

must go about as a router, and it may as well 

correspond with one another [1]. Network allotments 

can happen habitually since normally the nodes will 

move uninhibitedly in MANET. At the same time it 

cause some information to be frequently difficult to 

reach to a percentage of the nodes. Thus, information 

approachability is regularly a noteworthy execution 

metric in a MANET. 

MANETs will not require virtually any commercial 

infrastructure along with foundation base station. Inside 

ad hoc network, seeing that all of the nodes are 

experiencing mobility, that they go readily. That 

mobility causes typical network partitions for this 

reason data accessibility inside ad hoc networks is 

gloomier as opposed to preset networks. Inside 

MANETs, the primary necessity can be that every your 

nodes have to directly entirely together with additional 

nodes nevertheless some of the nodes do not directly 

entirely regarding their resources. Your nodes that are 

certainly not prepared ahead packets along with talk 

about their storage are usually called selfish nodes. 

Your selfish node that will not spend data items when it 

comes to additional nodes is referred to as selfish look-

alike part. Your selfish nodes spend data items that are 

usually very looked at because of it and do not 

contemplate.  

Non selfish nodes allocate their memory space 

completely for the purpose of other nodes. Selfish 

nodes do not allocate their memory space for the 

purpose of other nodes. Partially selfish nodes allocate 

minimum portion of their memory space for the 

purpose of other nodes and remaining for the benefit of 

own node. Minimizing the effects of selfish nodes will 

be important to increase the data accessibility between 

the nodes. The replica allocation techniques such as 

Static Access Frequency (SAF)[2], Dynamic Access 

Frequency and Neighborhood (DAFN)[2][3], and 

Dynamic Connectivity-based Grouping (DCG)[2] failed 

to consider the selfish nodes, Hence improvements have 

to be made in replica allocation techniques that consider 

selfish replica allocation. The friendship manner 

replication has to be done in relocation period (The time 

gap between each replica allocation) produce the new 

technique called SCF-tree based replica allocation [1]. 

The SCF Tree based allocation techniques are inspired 

by human friendship management in the real world, 

where each node makes its own neighbors forming a 

web and manages friendship by itself. The node does 

not have to discuss these with others to maintain the 

friendship. The decision is solely at its own discretion. 

The main objective of these SCF Tree replica allocation 

techniques is to reduce traffic overhead, while 

achieving high data accessibility. 
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2. RELATED WORK  

Numerous algorithms happen to be created recently to 

solve the problem associated with selfish nodes. Every 

algorithm requires a various method of the issue, 

however nearly all these types of algorithms could be 

damaged in to 3 common groups that's status 

dependent, credit score dependent as well as online 

game concept dependent.  

A.Reputation Based: Marti et al. [7] are the first to 

introduce detection-based routing protocol 

enhancements for wireless ad hoc networks. They use a 

watchdog that identifies misbehaving nodes and a 

pathrater that helps routing protocols avoid these nodes.  

Buchegger and Le Boudec [8] propose a protocol, 

called CON-FIDANT, to make misbehavior 

unattractive. They add obser-vation, detection and 

reaction mechanisms to a routing proto-col to exclude 

uncooperative nodes from the network. The security 

architecture is based on a distributed trust manager 

running on each node.  

Michiardi and Molva [9] show a generic 

mechanism based on reputation to enforce cooperation 

among the nodes of a MA-NET to prevent selfish 

behavior. Each network entity keeps track of other 

entities' collaboration using a technique called 

reputation. Simple denial of service attacks are 

prevented by the collaboration technique.  

B. Credit payment based: Buttyan and Hubaux [10] 

present a scheme to ensure cooperation among nodes in 

wireless ad hoc networks. They introduce a virtual 

currency called Nuglet, which is used to charge for the 

transmission of packets and to reward the forwarding 

process.  

Zhong et al. [11] make one of the first proposals, 

which uses rewards to encourage cooperation among 

nodes in wireless ad hoc networks. The authors propose 

a virtual currency called Credits and a centralized 

account management via a Credit Clearance Service for 

all nodes.  

Chen et al. [12] propose an auction-based incentive 

scheme (called iPass) to enable cooperative packet 

forwarding behav-ior in MANET. Each flow pays the 

market price of packet for-warding service to the 

intermediate routers. The resource allo-cation 

mechanism in ipass is based on the generalized Vickrey 

auction with reserve pricing.  

C. Game theory based: Urpi et al. [13] develop a 

general mod-el which formally describes the 

characteristics of wireless ad hoc networks. They 

analyze different cooperation enforcement mechanism 

from the literature and propose a simple strategy 

resulting in equilibrium. This indicates that in their 

model, cooperation is possible out of a node self's self-

interest. Srini-vasan et al. [14] obtain similar results. 

They use an algorithm based on the generous tit-for-tat 

(GTFT) strategy.  

L. Anderegg et.al in [15] introduce a game-

theoretic setting for routing in a wireless ad hoc 

network that consists of greedy, selfish agents who 

accept payments for forwarding data for other agents if 

the payments cover their individual costs in-curred by 

forwarding data. In this setting, the authors propose Ad 

hoc-VCG, a reactive routing protocol that achieves the 

de-sign objectives of truthfulness and cost-efficiency in 

a game theoretic sense by paying to the intermediate 

nodes a premi-um over their actual costs for forwarding 

data packets.  

Felegyhazi et al. [16] investigate whether 

cooperation can exist in wireless ad hoc networks 

without incentive mechanisms. They propose a model 

based on game theory and graph theory to investigate 

equilibrium conditions for packet forwarding strategies. 

Their model is the first to consider the network to-

pology. They find that in theory conditions for 

cooperation out of self-interest exist, but their 

simulation show that in practice these conditions are 

almost never satisfied and there will al-ways be nodes 

which need an incentive to cooperate.  

Packet forwarding is used in all the techniques for 

communication in MANETs. However, the focus of this 

paper is on selfish replica allocation. In [18] many trust 

models were presented. The selfishness is treated as 

refusal to forward data besides dropping packets. These 

techniques are not effective for replica allocation which 

gets rid of selfish behavior. In [7] also techniques were 

given for replication allocation. The techniques like 

DCG have shown highest accessibility of data. 

However, DCG is not suitable for MANET. In [8] 

problems like query delay and data inaccessibility were 

handled. In [19] cooperative caching is used in order to 

overcome the problem of selfish nodes. They features 

employed include Cache Path, Cache Data and Hybrid. 

In [20] a novel replica allocation technique was 

proposed. It could detect selfish nodes effectively 

besides allocating replicas successfully.  
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3. PRELIMINARIES 

3.1. Model of the System  

Inside the paper, assumption is made that every node 

provides limited local storage area and acts like a 

service provider and a service client of a number of data 

objects. Each node holds replicas associated with data 

objects, and retains the reproductions in local storage 

area. The replicas might be relocated routinely. There 

are usually m nodes, N1, N2,...til m number of nodes 

and no central server establishes the portion of look-

alike. Any node can certainly freely add and arranges 

an start MANET. The device is style a MANET within 

an undirected graph G= (IN, IL) that has a finite pair of 

nodes, WITH, and some sort of finite pair of 

communication links, IL, where every element is 

usually a tuple (Nj, Nk) associated with nodes from the 

network. 

To focus on the selfish replica allocation problem, 

do not consider selfishness in data forwarding. The 

following assumptions are made, 

 Each node in a MANET has a unique identifier. All 

nodes that are placed in a network, are denoted by 

N= {N1,N2, . . .,Nm},where m is number of nodes 

in a network.  

  All data are having equal size, and each data item 

is held by a particular node as its original node. 

Each data item has a separate unique id, and the set 

of all data is denoted by D ={D1,D2, . . .,Dn}, 

where n is number of data items.  

 Each node Ni (1≤ i ≤ m) has limited memory space 

for replica and original data items. The size of the 

memory space is Si. Each node can hold only C, 

where 1 < C < n, replica in its memory space. 

  Data items are not updated. This assumption is for 

the sake of simplicity, i.e., not having to address 

issues about data consistency or currency.  

 Each node Ni (1≤ i ≤ m) has its own access 

frequency to data item Dj € D (1≤ j ≤ n ), AFij. The 

access frequency is stable.  

 Each node can moves freely within the maximum 

velocity.  

A node Ni checks its own memory space first, when it 

makes an access request to a data item (i.e., issuing a 

query). The request is successful when a node Ni holds 

the original or replica of the data item in its own 

memory. If it does not hold the original or replica, the 

request will be broadcast in the network.  

 

The request is also successful when a node Ni receives 

any reply from at least one node which holds the 

original or replica of the targeted data item that is 

connected to Ni within a single or multiple hops. 

Otherwise, it means that the request fails. When Ni 

receives a request to access the data item, it will either  

 

 Sending its original or replica if it holds the target 

data item (the data may go through multiple hops 

before reaching the requester) i.e., it serves the 

request. Or  

 If Ni does not hold the target data item, it will 

forward the request to its neighbor nodes.  

 

3.2 Behavior of the nodes  

The project considers solely binary behavioral states 

pertaining to selfish nodes in the network routing 

perspective: selfish or definitely not (i. e., forwarding 

information or not). It is vital to further find the partial 

selfish behavior to handle the selfish replica allocation. 

Therefore, the node is usually classified in define three 

sorts of behavioural claims for nodes in the viewpoint 

associated with selfish imitation allocation.  

• Non- selfish node: The nodes hold replicas allotted 

by some other nodes inside the limits of this 

memory place.  

• Fully selfish node: The nodes do not hold identical 

allocated by simply other nodes, but budget for 

replicas to help other nodes with regards to 

accessibility.  

• Partially selfish node: Their storage may possibly be 

divided realistically into a couple of parts: selfish 

and public area. These nodes employ their storage 

partially pertaining to allocated identical by some 

other nodes pertaining to improving their particular 

data availability.  

The identification with the partially selfish nodes is 

really a tedious operate, because these are not generally 

behaving selfishly. In some situation, partially selfish 

nodes are often considered since non-selfish nodes, 

since the node shares part of its storage. In the current 

paper, however, they possess considered partial selfish 

nodes since selfish nodes, since the node also 

contributes to the selfish replica allocation problem. 

Also remember that selfish and non-selfish nodes 

conduct they react differently in from other memory 

space plus they use similar procedure once they receive 

a data entry request.  
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3.3 Replica Allocation Methods  

In this section we discuss about the replica allocation 

methods in MANET environment having selfish nodes 

which influence the performance of data accessibility.  

 

3.3.1 The SAF(Static Access Frequency) Method  

In SAF method [2], the nodes allocate replica of data 

items according to the access frequencies of that data 

items. The access frequency of each mobile host to each 

data item is shown in Fig.1 [1] shows the result of 

executing the SAF method. Mobile nodes with the same 

access frequencies to data items allocate the same 

replica. A mobile node can access data items held by 

other connected mobile hosts, and it is more possible to 

share different kinds of replica among them. 

 

Figure 1:  SAF replica allocation 

The SAF method causes low data accessibility when 

many mobile hosts have the similar access 

characteristics hence some of the data items to be 

duplicated in many nodes.  

 

3.3.2 The DAFN (Dynamic Access Frequency and 

Neighborhood) Method  

To overcome the problem of replica duplication in the 

SAF method, a new method of replica allocation called 

DAFN method [9] was developed. It eliminates the 

replica duplication among neighboring mobile hosts.  

 

The algorithm of DAFN [2] method is as follows: 

 

 Each mobile host broadcasts its host id and access 

frequency information at relocation period.  

 Each mobile node allocates the replica according to 

SAF method.  

  If two mobile nodes having the same data item 

then the node having replica changes it to another 

replica which having high access frequency.  

 

Fig.2 [1] shows an example of executing the DAFN 

method in the diagram given. 

 

 

 

Figure 2: DAFN replica allocation 

At each relocation period, the mobile nodes exchange 

information about replicas allocated in the memory 

space. So the overhead and the traffic are high 

compared with the SAF method.  

 

3.4 The DCG(Dynamic Connectivity and 

Grouping) Method  

 

The DCG method [2][3] shares replica of data items in 

many groups of mobile nodes than the DAFN method 

that shares replicas among neighboring nodes.  

 

The DCG method creates groups of mobile nodes that 

are bi-connected components in an ad hoc network. In 

spite of grouping mobile nodes as a bi-connected 

component, the group is not divided even if one mobile 

node is disconnected from the network.  

 

The algorithm of DCG [3] method is as follows: 

 Each mobile node broadcast its host id and 

information about its access frequency with data 

items to other nodes.  

  By using the broadcasting information every node 

identifies the bi-connected component nodes.  
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 In each group, an access frequency of the group to 

each data item is calculated by adding all the 

access frequencies of mobile node in that group.  

 According to the access frequencies of the group, 

replicas of data items are allocated until memory of 

all mobile nodes in the group becomes full.  

 After allocating replicas of all data items, if the 

mobile nodes have any free space then replicas are 

allocated according to their access frequencies until 

the memory space is full.  

It causes high traffic due to exchange of information but 

it provide high data accessibility and stability over 

nodes.  

 

3.5 The SCF (Self Cantered Friendship) method  

The SCF method [1] consists of three parts: 1) 

Detection of selfish nodes, 2) Construct the SCF-tree, 

and 3) Allocation of replica at a relocation period; each 

node executes the following procedure:  

 

 Each host detects the selfish nodes depend on 

credit risk scores.  

 Credit Risk(CR) = Expected risk/ Expected value 

(1)  

  Each node makes its own topology graph and 

constructs its own SCF-tree by excluding selfish 

nodes. 

 According to SCF-tree, each node allocates replica 

in a distributed manner.  

The CR score [4] is updated during the query 

processing phase. It considers the notion of credit risk 

from economics which measure the “degree of 

selfishness.” In economics, credit risk is the measured 

risk of loss due to a debtor’s nonpayment of a loan. A 

bank examines the credit risk of an applicant before 

approving the loan.  

 

4.    PROPOSED METHOD 

In this section we describe the replica allocation 

strategy and algorithms used as proposed in [1]. The 

algorithms include SCF-tree building, selfish node 

detection and replica allocation. In order to detect 

selfish nodes, credit concept is used. Credit risk scores 

are used to determine the selfish behavior of nodes. The 

algorithms are employed in every node. Therefore 

every node is capable of detecting selfish nodes. Listing 

1 shows pseudo code for detecting selfish nodes. 

Algorithm 1. Pseudo code to detect selfish nodes  

At every relocation period  

/*Ni detects selfish nodes with this algorithm */  

detection(){  

for (each connected node Nk){  

if (nCRIK<δ)Nk is marked as non-selfish;  

elseNk is marked as selfish;}  

wait until replica allocation is done;  

for (each connected node Nk){  

if (Ni has allocated replica to Nk {  

NDik=the number of allocated replica;  

SSik=the total size of allocated replica;}  

else{NDik=1;  

SSik=the size of a data item; } } } 

Figure 3: Evaluation of communication cost 

 

The algorithm presented in above runs in every node in 

MANET. In every relocation period, the node can make 

use of credit risk concept and detect selfish nodes. The 

algorithm 2 presented in algorithm 2 updates selfish 

features.  

Algorithm 2. Pseudo code to update selfish features  

At every query processing time  

/* When Ni issues a query */  

update_SF(){  

while (during the predefined time !){  

if (an expected node Nk serves the query)  

decreasePik;  

if (an unexpected node Nj serves the query){  

NDji= NDji+1;  

SSij= SSij + (the size of a data item);  

} }  

if (an expected node Nk does not serve the query){  

increasePik;  

NDik= NDik– 1;  

SSik = SSik- (the size of a data item);  

} }  

Figure 4: Evaluation of Throughput 

As can be seen in algorithm 2 at each and every query 

the credibility of nodes is computed and the selfish 

feature of the nodes is updated. The algorithm shown in 

algorithm 3 is used to build SCF tree.  

Algorithm 3. Pseudo code to build SCF-tree  

/*Ni makes SCF-tree with a parameter, depth d*/  

constructScfTree(){  

append Ni to SCF-tree as the root node;  

checkChildnodes(Ni);  

return SCF-tree;}  

Procedure checkChildnodes (Nj){  
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/*INajis a set of nodes that are adjacent nodes to Nj*/  

for (each node Na ε INaj){  

if (distance between Na and the root > d )  

continue;  

else if (Na is an ancestor of Njin TiSCF)  

continue;  

else{ append Na to TiSCFas a child of Nj;  

checkChildnodes(Na); } } }  

As can be seen in algorithm3, the algorithm is used to 

build a tree known as SCF tree which is best used in 

replication allocation successfully. The actual 

replication allocation mechanism is coded in 

algorithm4.  

Algorithm 4. Pseudo code for replica allocation  

/*Ni executes this algorithm at relocation period */  

replica_allocation(){  

Li=make priority(TiSCF);  

for (each data item € IDi){  

if (Ms is not full)  

allocate replica of the data to Ms ;  

else{/*Ms is full */  

allocate replica of the data to the target node; 

/* the target node is selected from Li*/  

if (Mp is not full)  

allocate replica of the data to Mp; } }  

while (during a relocation period){  

if (Nk requests for the allocation of Dq)  

replica_allocation_for_others (Nk,Dq); } }  

Procedure make_priority (TiSCF){  

for (all vertices in (TiSCF)  

{  

select a vertex in (TiSCF)  

in order of BFS;  

append the selected vertex id to Li; }  

return Li; }  

Procedure replica_allocation_for_others(Nk,Dq); {  

if (Nk is in TiSCFand Ni does not hold Dq){  

if (Mp is not full) allocate Dq to Mp ;  

else{/*Mp is full */  

if(Ni holds any replica of local interest in Mp)  

replace the replica with Dq ;  

else{  

/*Nh is the node with the highest nCRih  

among the nodes which allocated replica to Mp */  

if(nCRih>nCRik)  

replace the replica requested by Nh with Dq; } } } } 

 

Figure 5: Access Delay 

 

As can be seen in algorithm 4, identification of all data 

items is done by the algorithm for replication. Replicas 

are placed at each node which is organized in the 

descending order by access frequencies of nodes. 

Initially breadth first search is used to obtain priorities 

and based on the priorities replica allocation is carried 

out. 

 

5.    EXPERIMENTAL RESULT  

Communication Cost: We evaluate several replica 

allocation techniques in terms of communication cost. 

Our intuition was that our techniques outperform SAF, 

while being inferior to SCF. This intuition is confirmed 

by the results in figure 4.SAF shows the worst 

performance in all cases, since group members need to 

communicate with each other in detecting selfish nodes 

and allocating/relocating replica. We report that, on 

average, about 70 percent of total communication cost 

in the SAF technique is caused by replica 

allocation/relocation, while about 30 percent is caused 

by selfish node detection. As expected, DCG shows the 

best performance, since no detection of selfish nodes or 

group communication is made. Although SCF and DCG 

techniques show better performance than SAF in 

communication cost, they are expected to show poor 

performance in data accessibility in the presence of 

selfish nodes. Interestingly, our analysis reveals that our 

techniques, which detect selfish nodes, considerably 

outperform DCG, which does not perform the 

selfishness detection procedure. This verifies the 

efficacy of our fully distributed way of detecting selfish 

nodes and allocating replica, i.e., no group 

communication. 

Throughput: In figure 5, the graph shows that the 

difference of normal network, when selfish node comes 

in the network and after detection and elimination of 

selfish node from the network. It clearly shows that the 

performance improvement in the network. 

Packet delay: In figure 6, the graph shows that the 

packet delay in all three cases that is normal network, 

when selfish node comes in the network and after 

detection of selfish node in the network. 
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6.    CONCLUSION  

In this paper proposed a selfish node detection and 

replication allocation to reduce selfish behavior in 

MANET. These mechanisms were originally proposed 

in [20]. The main focus of the paper is selfish replica 

allocation. It does mean that the mechanisms identity 

selfish nodes and convert them into non-selfish nodes. 

The algorithms used in this paper were proposed by 

Choi et al. [20]. The mechanisms take care of selfish 

node allocation and also handling selfish nodes in the 

MANET. We implemented a custom Java simulator to 

demonstrate the proof of concept. The results revealed 

that the mechanisms could reduce delay in response, 

improve data accessibility besides improving the 

performance of network. 
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