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Abstract: Watermarking is a science of hiding messages into multimedia documents like Image, Videos and 

Audios. In data hiding, there is a unique technique which is LSB Based Watermarking is employed in which the 

least significant bit is modified to hide the secret message. Many data hiding techniques are developed to detect least 

significant bit (LSB) matching watermarking. In this paper a novel discrete wavelet transformation is proposed to 

authenticated a multimedia image and at the same time some ubiquitous secret message or image can be transmitted 

over the mobile network instead of directly embedding a message of image within the source image, then convert 

the watermarked image from spatial domain to frequency domain by using discrete wavelet transform based on 

lifting scheme is done as a final step of encoding by using LSB concept. And the Decoding is done by using reverse 

procedure. The whole architecture design is done with the help Microblaze soft core Processor design using Xilinx 

Platform Studio and the implementation is done using XC3S200 and verification is also done using 64x64 cover 

image.  

Index Terms: Content based Watermarking least-significant-bit (LSB)-based watermarking, pixel-value differencing 

(PVD), network security. 

1. INTRODUCTION 

The idea of sending secret messages is not new and in 

the digital age many methods of hiding messages are 

available like cryptography and steganography 

techniques. Many different streams of digital media can 

be used as a cover stream for a secret message which 

can be embedded into audio, video, Image & signals 

like ECG. Steganography is the art of writing secret 

messages so that only the sender and the intended 

recipient are aware of the hidden message. The hidden 

message might be written up, down, diagonally, or 

rotationally around a cylinder. The concept of 

steganography is also referred to as ―hiding in plain 

sight.  

          All of the data hiding methods require a way to 

insert the message into the cover medium from the 

sending side, and a way to extract the message on the 

receiver side such that the message is not recognizable 

unless the hiding method is known to the receiver. 

Some programs have been developed that analyze a 

media stream to determine whether any steganographic 

message has been added or not. Some of these 

steganalysis programs have reached high levels of 

accuracy in predicting which media files are ―cover 

streams‖ and which ones are ordinary media files. So, 

to avoid these kinds of data identification techniques we 

are going to employ transformation techniques to 

encryption & Decryption techniques to convert the data 

from spatial domain to frequency domain. The science 

of hiding messages into multimedia documents is called 

steganography which is derived from a Greek Word. 

Although, the embedded message may change the 

characteristics and statistical nature of the document or 

the media, it is required that these changes are difficult 

to be identified to achieve the high end data security, 

except by the sender and the intended receiver. 

 

2. STEGANOGRAPHY IN THE DIGITAL AGE  

Steganography is the art of secret communication used 

widely. The purpose of steganography is to hide the 

very presence of communication as opposed to 

cryptography whose goal is to make communication 

unintelligible to those who do not enter the right keys. 

Digital media like images, videos, sound files, and other 

computer files and digital data’s that contain 

perceptually irrelevant or redundant information can be 

used as ―covers‖ or carriers to hide secret messages in 

them. After embedding a secret message into the cover-

image, the stegoimage is obtained. It is most important 

that the stego-image does not contain any easily 

detectable artifacts due to could use such artifacts as an 

indication that a secret message is present in the 

medium.  
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Once this message detection can be reliably achieved if 

it’s identified, then the steganographic tool becomes 

useless. Obviously, the less information is embedded 

into the cover-image causes the smaller the probability 

of introducing detectable artifacts by the embedding 

process of the data needed to be hided. Another 

important factor is the selection of the cover-image for 

data hiding. The selection is at the discretion of the 

person who sends the message from the transmitter 

side. The sender should avoid using cover-images that 

would be easy to analyze for presence of secret 

messages in the medium. For example, one should not 

use computer arts, images with large areas of uniform 

color, charts, images with only a less number of colors, 

and images with a unique semantic content, such as 

fonts and other reliable contents. Although computer-

generated fractal images may seem as good covers 

because of their complexity and irregularity found in 

the image, they are generated by strict deterministic 

rules that may be easily violated by message 

embedding. 

 

3. Cryptography VS Steganography  

Cryptography is the science of encrypting data in such a 

way that nobody can understand the encrypted message 

in the data medium, whereas in steganography the 

existence of data is conceived means its presence 

cannot be noticed by the third party. The information to 

be hidden is embedded into the cover object which can 

be image, signals, audio, charts or video so that the 

appearance of cover objects doesn’t vary even after the 

information is hidden.  

 Information to be hidden + cover object = stego object.   

To add more security the data to be hidden is encrypted 

with a key before embedding the message. To extract 

the hidden information one should have the key to 

extract the message. A stego object is one, which looks 

exactly same as cover object with hidden information in 

it. 

 

4. WATERMARKING vs STEGANOGRAPHY  

Steganography is another branch of watermarking it is 

mainly used to restrict the piracy in digital media in 

watermarking the data to be hidden is not at all related 

to the cover object, here our main intention is secret 

communication. In watermarking the data to be hidden 

is related to the cover object it is extended data or 

attribute of the cover object, here our main intention is 

to stop piracy of digital data. Watermarking is a very 

powerful tool, as it is very difficult to detect.  

        A watermark can be perceived as an attribute of 

the carrier. It may contain information such as 

copyright, license, tracking etc. Whereas in case of 

Steganography, the embedded message has nothing to 

do with the cover image. In Steganography an issue of 

concern is bandwidth for the hidden message whereas 

robustness is of more concern with watermarking. 

5. Proposed System  

This paper proposed LSB Information Hiding algorithm 

which can Lifting wavelet transform image. The idea 

behind the LSB algorithm is to insert the bits of the 

hidden message into the least significant bits of the 

pixels. Achieving the purpose of information hiding 

with the secret bits of information to replace the random 

noise, using the lowest plane embedding secret 

information to avoid noise and attacks, making use of 

redundancy to enhance the sound embedded in the way 

nature to be addressed. The results showed that the 

proposed algorithm has a very good hidden invisibility, 

good security and robustness for a lot of hidden attacks. 

However, the limitation of capacity has led us to think 

about an improved approach which can be achieved 

through hardware implementation systems with the help 

of a programmable gate array (FPGA) board.  

       It is the process of embedding data within the 

domain of another data, this data can be text, image, 

audio, or video contents. The embedded watermark can 

be visible or invisible (hidden in such a way that it 

cannot be retrieved without knowing the extraction 

algorithm) to the human eye, specified secret keys are 

taken into consideration in order to enhance the security 

of the hidden data.  

        When compared with the DCT, DWT is found to 

be more robust against various attacks. THE discrete 

wavelet transform (DWT) is being increasingly used for 

image coding. This is due to the fact that DWT supports 

features like progressive image transmission (by 

quality, by resolution), ease of compressed image 

manipulation, region of interest coding, etc. DWT has 

traditionally been implemented by convolution. Such an 

implementation demands both a large number of 

computations and a large storage—features that are not 
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desirable for either high-speed or low-power 

applications.  

 

Figure 1: Hardware Implementation Block Diagram 

6. LEAST SIGNIFICANT BIT (LSB) 

SUBSTITUTION 

  

 Easy to understand and implement  

 Used in many available stego tools  

 

 

 

 
Figure 2: LSB Architecture 

 In LSB steganography, the least significant bits of 

the cover media’s digital data are used to conceal the 

message. The simplest of the LSB steganography 

techniques is LSB replacement. LSB replacement 

steganography flips the last bit of each of the data 

values to reflect the message that needs to be hidden. 

Consider an 8-bit gray scale bitmap image where each 

pixel is stored as a byte representing a grayscale value. 

Suppose the first eight pixels of the original image have 

the following grayscale values:  

11010010 

01001010 

10010111 

10001100 

00010101 

01010111 

00100110 

01000011 

 

To hide the letter C whose binary value is 10000011, 

we would replace the LSBs of these pixels to have the 

following new grayscale values:  

 

11010011 

01001010 

10010110 

10001100 

00010100 

01010110 

00100111 

01000011. 

Note that, on average, only half the LSBs need to 

change. The difference between the cover (i.e. original) 

image and the stego image will be hardly noticeable to 

the human eye. Figures that show a cover image and a 

stego image (with data is embedded); there is no visible 

difference between the two images. 

7. Lifting Scheme (2D) 

Figure 3: Lifting Scheme Process Flow 
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 It is composed of three basic operation stages:  

 Splitting: where the signal is split into even 

and odd[3]  

 Predicting: Even samples are multiplied by a 

predict factor[3]  

  Updation: The detailed coefficients 

computed by the predict step are multiplied by 

the update factors and then the results are 

added to the even samples to get the coarse 

coefficients.[3]  

 

8. EXPERIMENTAL SETUP  

A. Xilinx Platform Studio[10]  

The Xilinx Platform Studio (XPS) is the development 

environment or GUI used for designing the hardware 

portion of your embedded processor system. B. 

Embedded Development Kit Xilinx Embedded 

Development Kit (EDK) is an integrated software tool 

suite for developing embedded systems with Xilinx 

MicroBlaze and PowerPC CPUs. EDK includes a 

variety of tools and applications to assist the designer to 

develop an embedded system right from the hardware 

creation to final implementation of the system on an 

FPGA. System design consists of the creation of the 

hardware and software components of the embedded 

processor system and the creation of a verification 

component is optional. A typical embedded system 

design project involves: hardware platform creation, 

hardware platform verification (simulation), software 

platform creation, software application creation, and 

software verification. Base System Builder is the 

wizard that is used to automatically generate a hardware 

platform according to the user specifications that is 

defmed by the MHS (Microprocessor Hardware 

Specification) file. The MHS file defines the system 

architecture, peripherals and embedded processors]. 

The Platform Generation tool creates the hardware 

platform using the MHS file as input. The software 

platform is defmed by MSS (Microprocessor Software 

Specification) file which defines driver and library 

customization parameters for peripherals, processor 

customization parameters, standard 110 devices, 

interrupt handler routines, and other software related 

routines. The MSS file is an input to the Library 

Generator tool for customization of drivers, libraries 

and interrupts handlers. 

 

Figure 4: Embedded Development Kit Design 

Flow[10] 

The creation of the verification platform is optional and 

is based on the hardware platform. The MHS file is 

taken as an input by the Simgen tool to create 

simulation files for a specific simulator. Three types of 

simulation models can be generated by the Simgen tool: 

behavioral, structural and timing models. Some other 

useful tools available in EDK are Platform Studio 

which provides the GUI for creating the MHS and MSS 

files. Create / Import IP Wizard which allows the 

creation of the designer's own peripheral and import 

them into EDK projects. Platform Generator customizes 

and generates the processor system in the form of 

hardware netlists. Library Generator tool configures 

libraries, device drivers, file systems and interrupt 

handlers for embedded processor system. Bit stream 

Initializer tool initializes the instruction memory of 

processors on the FPGA shown in figure2. GNU 

Compiler tools are used for compiling and linking 

application executables for each processor in the system 

[6]. There are two options available for debugging the 

application created using EDK namely: Xilinx 

Microprocessor Debug (XMD) for debugging the 

application software using a Microprocessor Debug 

Module (MDM) in the embedded processor system, and 

Software Debugger that invokes the software debugger 

corresponding to the compiler being used for the 

processor. C. Software Development Kit Xilinx 

Platform Studio Software Development Kit (SDK) is an 

integrated development environment, complimentary to 

XPS, that is used for C/C++ embedded software 

application creation and verification. SDK is built on 

the Eclipse open source framework. Soft Development 

Kit (SDK) is a suite of tools that enables you to design 
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a software application for selected Soft IP Cores in the 

Xilinx Embedded Development Kit (EDK).The 

software application can be written in a "C or C++" 

then the complete embedded processor system for user 

application will be completed, else debug & download 

the bit file into FPGA. Then FPGA behaves like 

processor implemented on it in a Xilinx Field 

Programmable Gate Array (FPGA) device. 

9. RESULTS AND SNAPSHOT 

 

Figure  5: Input Image 

 

 

Figure 6: Watermarked Image after LSB encoding 

 

 

Figure 7: Original Data after LSB Decoding 

10. TABULATION RESULTS 

The Algorithm is implemented in Microblaze Processor 

and the results are furnished in the tabulation below for 

the proposed Algorithm 

 

11. CONCLUSION 

The proposed approach in this project uses a new 

steganographic approach called image steganography. 

The application creates a stego image in which the 

personal data is embedded and is protected with a 

password which is highly secured. The main intention 

of the project is to develop a steganographic application 

that provides good security. The proposed approach 

provides higher security and can protect the message 

from stego attacks. The image resolution doesn't change 

much and is negligible when we embed the message 

into the image and the image is protected with the 

personal password. So, it is not possible to damage the 

data by unauthorized personnel. We are using the Least 

Significant Bit algorithm in this project for developing 

the application which is faster and reliable and 

compression ratio is moderate compared to other 

algorithm.  

12. FUTURE SCOPE  

The proposed approach in this project uses a 

steganographic approach called image steganography. 

The application creates a stego image in which the 

personal data is embedded and is protected with a 

password which is highly secured. The main intention 

of the project is to develop a steganographic application 
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that provides good security. The proposed approach 

provides higher security and can protect the message 

from stego attacks. The image resolution doesn't change 

much and is negligible when we embed the message 

into the image and the image is protected with the 

personal password. So, it is not possible to damage the 

data by unauthorized personnel. We will use the Least 

Significant Bit algorithm in this project for developing 

the application which is faster and reliable and 

compression ratio is moderate compared to other 

algorithms. The major limitation of the application is 

designed for bit map images (.bmp). It accepts only bit 

map images as a carrier file, and the compression 

depends on the document size as well as the carrier 

image size. The future work on this project is to 

improve the compression ratio. The security using Least 

Significant Bit Algorithm is good but we can improve 

the level to a certain extent by varying the carriers as 

well as using different keys for encryption and 

decryption. 
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